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FRONT MATTER

START HERE

If a key just leaked,
start here.

Everything past this page is reference material you consult
during and after the incident. Start these three actions in the first
five minutes.

0 Capture the exposure and contain promptly.
Save the exposed location and discovery time in UTC. Collect
available logs without delaying deactivation or rotation; those
actions do not erase logs already retained by the provider.

6 Identify what the string can establish.
A prefix may identify the provider and credential class. Some
structured credentials reveal account context, but the owner,
validity and permissions usually need issuer-side records.

° Treat public exposure as urgent.
Honeypot research observed some planted AWS keys used within
minutes; that is not a clock for every credential. “No evidence of

BLAST RADIUS - CREMIT RESEARCH

A COMMON MISTAKES WHILE
PRESERVING EVIDENCE

Force-pushing away the commit before
preserving the exposure record can remove
useful context. Capture it quickly, then
revoke or rotate the exposed credential.

Keep the original key ID and available logs for
the investigation.

® REPORTING DEADLINES RUN

FROM AWARENESS

Most compliance regimes require notification
within a fixed time of the moment you become
aware, not the moment you understand. Under
NIS2 the first filing is due in 24 hours.

use"” is not an all-clear. Check which relevant logs were enabled.

v COLLECTING EVIDENCE RIGHT NOW?

Go straight to Appendix A on pages 28-29:
every log source worth pulling, ordered by
how fast it decays, plus a collection script that
seals its output into one hashed case folder.

The six phases this playbook is organised around

Every chapter maps to one phase. The running header tells you where you are.

01 02 03 04 05 06

Identify Scope exposure Map blast radius Investigate use Contain & rotate Prove closure
What kind of Where did it leak, Everything this Did anyone use it, Revoke in an order Evidence that it is
credential is this, and for exactly how credential could and what did they that does not break actually over.

and whose is it? long? reach or become. do? production.

Contents

03  The clock: exploitation speed and the regulatory deadline 17-19  GCP: the logging gap, impersonation chains, the 60-minute
problem
04  The arithmetic behind “assume it was found”
20-22  Azure: service principal logs, RBAC and Graph, the SAS problem
05  Fifteen incidents that define it
23 The chain we actually see: GitHub to data exfiltration
06  Six laws of leaked-credential response
24 Secret sprawl: why the cleanup outgrows the intrusion
07  Provider comparison: same questions, three answers
25-26  Secret stores: second-order blast radius, rotation order

08  Master triage decision tree . ) X
27  SaaS keys: what each provider will and will not tell you

09 Key atlas: reading a credential offline 28-29  Appendix A: evidence acquisition and collection runbook

10  Offline forensics: what the string alone tells you 30 Appendix B: field reference, per provider

11  Attribution, validity testing, exposure window 31 Proving closure, and what to report

12 Exposure forensics: git, images, Cl 32 Appendix C: primary sources, claim by claim
13-16 ~ AWS: evidence, blast radius, hunting, containment 33 From playbook to program
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PHASE 00 ORIENTATION THE CLOCK

WHY RESPONSE ORDER MATTERS MORE THAN RESPONSE SPEED

Three clocks start at once, and they run at different
speeds.

The attacker's clock is measured in minutes. Your regulatory clock is measured in hours. Your detection clock
is, empirically, often measured in years. A playbook that optimises only for revocation speed loses on all three.

FIGURE 1 THE INCIDENT CLOCK

T3

ADVERSARY DWELL: the interval that does the damage

EXPOSURE WINDOW: everything in here is assumed compromised

created exposed detecited contained rotated closed
commit time,

not push time

first malicious use

The interval you control is T1-5> T3, and you control it only with detection. T4->T6 is process discipline; T1->T2 is not yours to influence. Optimising
T3-T4 while ignoring T1>T3 is the most common failure in this class of incident.

How fast T1 > T2 actually is f

1min 4min 400+

Fastest observed abuse of  From AWS applying its API calls issued by that GDPR Art.
an AWS key planted in a quarantine policy to actor within a seven- 33
public repo (Comparitech attacker reconnaissance minute window.

THE REGULATORY CLOCK

W #): 7)=

LJIAGMA[T; s i HVH

whE ! EU NIS2 Art. YT O H i Zuis;i\PA\NT,}70O
honeypot). beginning (Unit 42). 23 \ALPVPD; | PA =1 T[ A1 O MR : Z
AWS's own automation applied AWSCompromisedKeyQuarantine within two minutes a1
of the key hitting GitHub. The attacker still got in. Automated exploitation outruns US SEC IH7| EEifE «ieiCnj P\ Hj
automated defence, which is why assuming use is the correct default rather than a (public cos.)  F; uj iMA[T[; | H P;ZPl u
pessimistic one.

PCIDSS [[HFP; | H1fH TC;\FiinZH

NIS2 is the sharpest of these: the early warning is
due within  TAUGDA T+ —A» &; 1, é , G+long

before you know the blast radius. The first filing is
made from an unfinished investigation, by design.

The exact start of “awareness”

Every deadline above runs from a determination you make yourself: awareness for most, materiality for the SEC. None of the regimes defines it
as "when the security team got round to the ticket". A position taken before it is needed is the one that holds up under time pressure.

4 N\

THE DEFENSIBLE READING

Awareness begins when , ¥8A¥+; U—
AQ , ¥& W¥%has enough information to
conclude a breach is possible. A scanner
alert delivered to a developer's inbox is
the organisation being told.
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WHY THIS IS NOT ACADEMIC

In the xAl case the notification landed on
. , © = and the key was still live on
I @&. On the reading above, the clock
had been running for eight weeks before
the security team was involved at all.

WHAT TO DO ABOUT IT

Route secret findings to a team with a
duty to act, not to the person who
committed the secret. That single
change moves the start of your
regulatory clock and your detection
clock to the same moment.




PHASE 00 - ORIENTATION THE ARITHMETIC

TURNING AN INSTINCT INTO A NUMBER

“"Assume it was found" is arithmetic, not caution.

Responders get asked to justify treating an exposed credential as compromised when the logs show nothing.

The justification is short. Model discovery as a Poisson process with rate D; the chance of at least one discovery

in a window 6 is | T O HID6 . The useful part is how quickly the answer stops depending on D at all.

FIGURE 2 - PROBABILITY OF DISCOVERY AGAINST EXPOSURE WINDOW log scale

FROM HERE ON, EVERY RATE IS ABOVE 98.6

i["mMonth luyear

Four rates spanning four orders of magnitude. They disagree sharply for the first hour and agree completely after a month. The shaded region is
where the choice of D stops mattering.

uTBZ_W
- v
p)= Bp Dp| ™ [ ™o |™ g | 76 THE DECISION RULE
1 minute 63.2 1.7 0.1 0.0 Exposure measured in minutes: the question
is genuinely open, investigate hard. Measured
1 hour Von & 63.2 4.1 0.6 . . .
in days or more: discovery is settled, and
1day Yor & or & 63.2 13.3 the only open questions are what was done
1 week Voo &, Voo &, o E 63.2 with it and how far it reached. Spend the first
1month Vo u &, Vo E ¥, . &, fE hour accordingly.
Tyear Yo @Eq Yon@Ex Voo G Yo @
One scan a week is a deliberately pessimistic rate for anything reachable from ® WHAT THIS DOES NOT SAY
the internet. It models discovery, not damage. Not every
=Ae10-+18), i, 00184 & —340 Toyota was exposed for five years, Microsoft Al discovery is an adversary, and not every
for three, Mercedes-Benz for three and a half months, xAl for two. ae-@IAY:HA 1— adversary acts. The finding is “we must
C&Dg n—.G—l-, I AU00 AUWHIw-Q » —|— ¥ —@ There was nevgr a defen5|ble assume it was found”, not “we know it
reading in which those keys went unnoticed, whatever the logs did or did not record. "
was used".
THE TOYOTA WINDOW, AT THE MOST PESSIMISTIC RATE
Ti6ipi HD}{|, i1~ HT}{}}ipi|e,,iFu & WHERE V COMES FROM
i/ i1 OHi j ZAsHj 110 ; I H PVl OHill i M\ Hi FPj DMr Hi ui ; T sHHYGE
Z [ipi|™ i fHTE U Only the top row is measured. Honeypot work puts
6iTipi], e, first use of a public AWS key at one to five minutes,
*TTipi|TE[; ] OGKf+£Z; [ 6 on the most heavily farmed surface that exists.

Nobody has published a rate for a key sitting in a
private repo, a Cl log or a chat thread, which is
exactly why the table varies the rate rather than
asserting one.

Ti*ipi|TE£IH £}, GiiS,i7|&ilAi|{fi FHDP[; Zi f Z; DH &

[OH HI P T\ATi; I HI jZASTHAMNO T ; \ \ A1 Am FP\ Ni NH\ HE A mj
STHAMNO T AT[; YHIL O LT YHUT f Z; mj PCZui M Mml FCGE

[l WHEN YOU CANNOT PIN THE WINDOW WHEN V JUMPS

Run the arithmetic twice, once on the shortest defensible window and The model holds D constant; in practice it steps. A

once on the longest, and report both. If the lower bound already clears star or a fork on the repository, an index by a

99%, the disagreement about the window does not change any search engine, a publish to a package registry, a

decision, and arguing it further is time spent on a number that cannot push to a public image registry. ) ¢ &+ A¢ 1H

move the answer. 2o GIED L) A HORGATR T st Ies o =
-Aé —aAé QA Ty » —+
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PHASE 00

ORIENTATION

THE EVIDENCE BASE FOR EVERYTHING THAT FOLLOWS

Fifteen incidents define this problem.

THE CASES

All public, all documented, all caused by a credential rather than by malware or a software flaw. The credential
class keeps changing; the failure modes do not.

FIGURE 3

TEN YEARS,

THREE CLASSES

Toyota

Codecov

Heroku/Travis

MS 38TB SAS

EleKtra-Leak

CircleCI

Cloudflare

Mercedes

Sisense Salesloft Drift

Int. Archive

LLMjacking Shai-Hulud

Horizontal position is the year of the incident. The three classes appeared in that order and all three still have a 2025 entry. The centre of gravity

has moved from “a developer committed a key"” to “a credential you never issued, held by someone else, on your behalf"”. Your inventory has to
cover both.

w W )= ) =] W =]1) 71 = ip& W] i7)m > T ] p& 1N iTwWBm z
e Uber AWS key in a | G U-GitHub repo, 57M records; USD 148M A private repo is not a boundary.
reached with stolen GitHub credentials settlement; CSO convicted GitHub n AWS n S3 £the blast radius
I Codecov GCS credential extractable from a Uploader altered ~2 months; CI Image layers leak too; one vendor key yields
Docker image layer variables of 23,000+ customers every customer secret
taken
) Toyota T-Connect DB access key pushed 296,019 records; public Exposure windows run to years; third parties
publicly by a subcontractor Dec 2017 n Sep 2022 commit your secrets
}{}}  Heroku/ Travis Stolen GitHub OAuth integration tokens Private repos of dozens of An integration token is a standing key to all it
organisations cloned was ever granted
}{}~ CircleCl Malware stole an SSO session; that Customer variables, tokens and Breach the store and the blast radius is every
identity could mint production tokens keys taken; all customers told to secret it ever held
rotate
}{}~ Microsoft Al Azure SAS token in a repo: account- 38 TB: workstation backups, SAS is minted client-side; the platform never
scoped, full control, expiry set to 2051 service passwords, 30,000+ sees it created or used
Teams messages
}{}~ EleKtra-Leak IAM key harvested from GitHub by Quarantine at 2 min; attacker active ~ Automated abuse now outruns automated
automation 4 min after that; 400+ callsin 7 min  defence
}{}~ Cloudflare 1token + 3 service accounts left Actor returned 27 days later, into Rotation is a completeness problem, not a
unrotated, “believed unused" Atlassian and source control speed problem
}{}+ Mercedes-Benz Unrestricted GitHub token in a public Internal GitHub Enterprise source, Source access is credential access; one token
repo plus more keys and strings compounds into many
}{}+ Sisense Credentials in a self-hosted GitLab CISA advisory: all customers to Your vendor's git server is your credential
instance, including S3 access reset every Sisense credential attack surface
e Internet Archive GitLab config token public since 31M accounts, then 800,000+ An incomplete rotation is an invitation to a
Dec 2022, then an U¥AU U= Zendesk tickets, twice in one month second incident
token
e LLMjacking Stolen cloud credentials pointed at Victim inference bills modelled at Impact is no longer only data; inference spend
managed model endpoints tens of thousands of dollars a day is now the payload
1€  xAl x.ai APl key in a staff member's public ~60 models incl. unreleased; Detection is not remediation; someone must
repo notified 2 Mar, live until 30 Apr own the clock
}{}€ Salesloft Drift Stolen OAuth tokens for a Salesforce 700+ organisations' Salesforce Actors mined tickets for AWS keys and
chat integration data exported over ten days Snowflake tokens; second-order reach was
the goal
}{}€ Shai-Hulud npm maintainer tokens; worm ran Wave 1: 500+ versions. Wave 2: Adversaries run your scanners too, and
/i MMVZH ~Non build hosts 796 packages, 20M+ without change control
downloads/wk
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PHASE 00 ORIENTATION SIX LAWS
WHAT THE FIFTEEN HAVE IN COMMON
Six laws govern the response to a leaked credential.
The fifteen differ in sector, in size and in credential class. The failure modes collapse into six.
4 N\ 4 N
LAW 01 LAW 02
11 AQUGH A-GYAG-HT B4 U EATIVAIO> — § A
A secret public for ten seconds is public forever. Force-pushing Most organisations already get the alert. What is missing is an
does not remove it: GitHub retains unreachable commits, and the owner, a deadline and a verification step. The gap between “a
push event, carrying that SHA, stays in public event archives. tool told someone” and “the credential stopped working” is where
Researchers mine these “oops commits” at scale and still find damage accumulates.
live credentials.
EVIDENCE T ): the developer was notified on 2 March. The key
EVIDENCE ]A3AU, public five years.: § GAOA U ), a SAS token was still valid on 30 April, roughly T+, 80 and only died when
whose expiry was extended to 2051 and which sat in a repo for the vendor escalated to the security team directly.
three years. L o
AYO-NU-34 —nevery finding needs a named owner and a
A¥O-NU—3; —arotation is mandatory; there is no closure without revocation SLA whose clock starts at the ' G=—34§ -.
it. "We removed the commit” is not a remediation step; itis a
tidying step.
. /
N
LAW 03 LAW 04
T O=—348 180, T; O oKYAU, 101/ | WA AT, T A T —03.-801 G —» |
The question is what the key can read, write, assume, Partial rotation is indistinguishable from none, because the
impersonate or mint, and what those reach in turn. Role chaining, adversary only needs the one you missed. “We believed it was
service-account impersonation and delegated app permissions unused” is the most expensive sentence in this field, and it recurs
all extend the graph past the identity you started with. across unrelated organisations.
EVIDENCE _+—O GitHub credential n private repon AWS key EVIDENCE -AUs - O=1token and 3 service accounts out of
n S3n 57Mrecords.: —©—=—OY —¥g: one token n entire thousands, believed unused, used by the actor 27 days later.
internal source n further keys and connection strings. W3-8/ Oo§e:breached a second time within a month through
o . . . a token left unrotated after the first.
AYO-NU-34 —ascope with the policy graph for each provider
rather than the developer's memory of what the key was for. A¥O-NU—34 —nrotation needs an inventory and a reconciliation
report, not a checklist someone worked through from memory.
J J
r N [ ™
LAW 05 LAW 06
WAUQA; Gi G, » -8T , 3%AU, %06 —Ceé , O8I0+ Of W-ad" &/ 187A0—Q » 1 oed — |
The decisive question in a secret-store incident, whether anyone Every provider has a gap between the action you take and the
actually retrieved the secret, is unanswerable by default on two moment access stops, and often the obvious action does not
of the three major clouds. GCP's AccessSecretVersionis a close it. Deleting a GCP service-account key does not invalidate
Data Access log and is off unless enabled; Azure Key Vault tokens already issued. Deactivating an AWS IAM key does
records nothing without a diagnostic setting; Azure SAS usage is nothing to an active ASIA.. session. Deleting a SAS token is
not platform-tracked at all. not possible.
EVIDENCE : 8 GAOA U )is the archetype: the token was usable PROVIDER BEHAVIOUR GCP:upto i» 80U-Oof continued
and invisible simultaneously. access. AWS: needs an aws: TokenIssueTime deny. Azure:
o . . o rotate the account key or the stored access policy.
A¥O-NU-3¥4 —nthe logging posture is a decision made before the
incident. Mid-incident is too late; the evidence you need was A¥O-NU—%4 —acontainment has a verification step.
never recorded.
. 2 N J

Il HOW THESE COMBINE

what a key was “for".

Cremit Research 2026-09-04

Laws 1-2: the exposure window is longer than you think. Law 3: the scope is wider. Laws 4-6: the containment is less
complete. One corrective covers all of them: work from an inventory and from provider evidence, never from intuition about
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PHASE 00 ORIENTATION

WHERE THE THREE DIVERGE

Same questions, three answers

PROVIDER COMPARISON

The next ten pages take AWS, GCP and Azure in turn, each in the same order: where the evidence is, how far
the blast radius reaches, how to cut it off. This page collects the points where the answers differ. Every value
here returns later with its source.

p& & N=m z])# 1)B=1 242

~—7 pZ

Ou 7

A . w

How much the credential alone tells
you

offline, no calls

Is a secret read logged by default
Law 05

Window the default logs can
answer
Law 01

Where non-human usage is
recorded

Where blast radius leaks most often

Law 03

Does revocation take effect at once
Law 06

What actually cuts sessions and
tokens

Down to the owning account number
decode

v On
AU ] Q8> , % | — V-3

90 days
event history, per region

One place, CloudTrail
the same trail as human calls

Resource-based policies

never enumerated from the
principal

@ Disabling the key is not enough
VY et - 10-6088%

:sj ZIMYH jj mH P[ Hdeny
denies by issue time

Project and service-account address
j Hi r PDHS; DD*m | JSON

x Off
YARg; 1é §pAU0 / §-

400 / 30 days
Admin Activity / Data Access

Two audit log classes
defaults differ by class

Inheritance - impersonation - DWD
invisible in the binding alone

X Access token lives up to 60 min

o — 18 (¥ —81A%eI0) Qi —
é, 9

Disable the account 60 min, or strip
bindings

authorization is evaluated per
request

The full grant
j P+ ] YAPF parameters

X Off

yAw g, 1é gpAUG, T § | YAOB
Y

7 | 30 days

Entra Free / P1-P2

A separate table
. Hi r PDH*i P\ DPf ; Ze

RBAC and Graph, two systems
enumerate one and you miss half

X A SAS cannot be revoked
YRG0 1 FUYAIO R | (5%
—3» | ASA)

Rotate the account key or stored

access policy
everything signed with it stops

The first command you run DZAnFl i ; PZi ZMYnf EHrH L NDZA i ZANNP\ Ni i H; F KQL - . Hi r PDH*i P\ DPf ; Z¢
The wrong conclusion each one invites
r r r
~— AWS O cep A AZURE

88T AV §los |

\

] o—NU, O %8183, W)’ o—a KOA

pZ AiG» H=4-8V0 ONUBm
targets the actions that generate a bill.
The data-access actions stay open.

k

What does not vary by provider

LAW 01

71T AQUGH A-GYAU+T 8+
Whoever issued it, a credential public

for ten seconds is public forever. No
provider has a procedure that takes

it back.

] o—F 8183 —U-» HOAIZIETARO
Deleting a service-account key does not

invalidate tokens already issued. They
keep working for Ul TGAT

» 00

é, 0¥+2e-A00-|

Non-human sign-ins land in a different
table from human ones. You were
reading the wrong table.

LAW 02

0 EAASIVAGO> — § A
An owner and a deadline set the gap
between the alert and the revocation.
That gap sizes the incident.

O WHAT THIS TABLE DOES NOT SETTLE

LAW 04

T, Qf AU BYAHYAY+
That the adversary only needs the
one you missed has no per-provider
exception. Only a reconciliation
answers it.

Three different values in a row do not make one provider safer than another. What differs is what you can prove after the fact.
Almost all of that difference was decided by a logging posture set long before the incident.
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PHASE 00 - ORIENTATION MASTER TRIAGE

THE WHOLE PLAYBOOK ON ONE PAGE

] oé oA . 5 AA T 80081AYxt — TRV

Each step is a chapter of this playbook, in order. Two branches are deliberately one-way: once a credential has been public you never
return to “probably fine”, and once it reaches a secret store the incident forks.

11 AQUGIGT AQ-
v
TS Gel a8 34 g —AGE Y0, 1—O—
QW] T AeBi® He O AeOdilm A §5-T A 5
v
Y —ABSIA -84t G 11 6-§1, 3 1Q@r WO—
Thad - G-—348 1 -, OA ¥84 1, * ALNYAT, Us—348 , B
) 4
YOG—tAe v84 1, * * AUAIAUGC ol 1 oY, Qbigs & 3
i —GOY —8YBLAR §3Mo» , 8, T )r = ABOIAE %O, Y2 lee¥a A
O’ " TAIE-—oA , 1Y

v8.

., OB 8IB—+1 AQUGHAUO, ' —
TU 816+ AlUse-32 AGU Aj 1US , | - 6-OUSAIS, -
) 4
A» 3 A» TG» H—- < TU 81, 0, ¥81i A8AC
°© Q—% A T';“L TA_ﬁ.._% —1@ 84 U 8/ o — U= 180 AO-M Un—T A» » 8D
YAU—-a8 3 AT, « O34 —
A4
2L T ., A0 -« 810
N3} A0 UG- B8, (B—810-' oli —Oi Fal —O
\ 4
Wee-OF , U} W), TUG—
THas —0-a8 —3 —Hé 8881800 U3 S &

) 4

A-G810-" of, 16 0-UARGE _,| "Aolndsis s
2O | % i —Gi4-8im Olim Uoia G ) S S e

b
A1) 848911 Qo & AG-UAG —©
VU, O AgHe —oHOGaA 10-0FYNw—3¢ , SIAUIB—F | T
A\
WAU U8/ -3 -3 81AG —©
Ay —a SHHW-—3AK0-HB-—AC-EHB—TFA Tee -U—

Y

WrHIw-F AQUGH , U

7818 3%+ o X, -1» UAUI, @O

A4
AGH, v2 IVABSIAYIWw—+ A 7
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PHASE 01 - IDENTIFY - KEY ATLAS

WHAT A CREDENTIAL TELLS YOU BEFORE YOU AUTHENTICATE WITH IT

WAUIO--¢ |B— 81 SOUMAUIUGCH3IO— A2 |

O=-318 1AG , @, OI0—Y —O & &, TTO-8 H—%; Wi, 3 10@r WY getbAUn—i Gas —AEB—F G- —34% -
. OO0, ¥ 1A UAw—Aé ¥84 1, ' T AN-318>-81A -8.-Hé 8IYAT T, -RYAI-A; 340K, ¥» YA 1A
« Qg a8 34

FIGURE 4 - ANATOMY OF THREE CREDENTIALS offline reading
p Zig, ' ' 64" —8i) # Tigo—x8 ' ' AU —8IBZB=F

2| uf HHZ 2j Hir PDH§; DD"mi | 2

2fi AWHDI §PF2Z 2fi AFE; \; Zul PDj £{] 2+
2fi Pr;| HSYHUSPF2Z 2; | C} D~Fs HESSA? «
2DZPH\ | §H[ ; PZ2Z 2H Z fi ~FESSAP; [ SSA?

/76 [ TjljiNH £; DDHj j £EYHUu£P\ M

oUOH0e, -1, ' —600§ % WOz zA_Wr

Q| fjZSe; DDl EZACE i HEBP\ FAsj GEH ™ jrp}{}+£| | £{+ jilpjD* jfpisFz Dnft jHp}{€|£l{£{s jPNp7u, SSA

W jilpjDri A -5 rar "o/ - = 1 Zil i6 " "0 / - / Yo TEYQENE
* 0 .i6- // i

W jfpisFZ;Dmfti A 5 -8i* - L i

The Azure example is the Microsoft Al incident's token shape: account-scoped, every permission, an expiry of . All of that is legible
from the query string without a single API call, which is exactly why SAS deserves its own containment path.

p ZILZAUH 11 6-§-O Thas —OA 310, 1 -5
The first four characters are authoritative. . changes your Read the shape, pick the chapter.
entire containment plan, so check it first.
z& T W =]) 7
TW " )u ) =1z . S & mm .
NOf 8i #8& U IT 1K -, OB 1AQ &4 O §/as|
7A% Yoo 1, ' -3 81 AQ, #1) @ UG- NPl OrCEf ;| § PAGRG — 3 § —-I0s, @ 6

—' e Uk i —L4+ U
NOGi =i NOngie #8206 1B URIUUO-ORAYO-GedU i

1> 1 AQ@Iz] zI" -8l |, ¥#/ATe o — U= |i=—a O NG §i«iNQ § 0] -, BAIC-6n
, 16-0C8\le 8 i
tAtCEieTtAtfE  Z, " Te AUUUG-OU, T T Y—e WK —34
NS e ¥ '¥:7: Y i cit ffE
WA, 11— 84 sj Znj H FL G - 2 H ] PM X+ # AR — T) li= Al 9+-0-9 Ae —p
G-au3 B, 0Hw—AY.Sl AN
* [[ZeVEZ RS ¢ g - L o
u '}, @ #AA 1B U 1, —GOW -11ZoAQY-§e=k
i C LY i— 11 A8 810N Ag dleecliAYs YAUO | » —
5
jYEieij YE\I £ ;Ao i Glas -0 T -8l §8; 189A U3iw—
* _G-9 AU Ay:5108 ¥ -
i™ 7] Zl+ — GO AW AT 88T G- —34% - j YSZPr Hgi « Z(§ 16— 60000 U= -5
i Y8ZPr Hg
\f[8ieifuf PE T, 7, i J0+ IR -4l 60, G, 140 T -aY
"o, 9184 8 30
Hu - 3p ]Il A i@to—re -3 %7 . & qiHtf

Yl nFle AUV T | » | | —
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PHASE 01 IDENTIFY - OFFLINE FORENSICS

EVERYTHING YOU CAN ESTABLISH BEFORE YOU TOUCH THE NETWORK

Most of the first hour needs no API call at all.

Every triage call costs something: a log entry that pollutes the timeline you are about to build, a Z; j | £nj HF you
overwrite, an alert to a third party. Offline analysis has none of those costs, and answers more than most
responders realise.

The AWS account ID inside the key

An access key ID is structured. After the four-character prefix, the
remaining sixteen characters are base32, and the first six decoded
bytes carry the Aé ¥8/4 1, ' * AUARA> « —AOu§ Yo T—Ue 510-00-34- 8O
You can attribute a leaked key to an account without credentials,
without touching the network, and without leaving a trace.

Tokens that prove they are real

GitHub's token formats end in six characters that are a base62-
encoded W 1A 1@ ¥ A» T» As 8. Recompute it and you know,
with certainty and without authenticating, whether a candidate string is
a well-formed GitHub token. GitHub's own engineering write-up puts it
plainly: a checksum ez}, --81—% &; U4 , -O-H AdE%e-G AGO—- OV

O, 8 1A &ut.

PLEAITTCjHee

FHM ; DD*m | 8M ~[ §YHue YHUSPFzZ
CMFui pi YHUSPFj « ZCQET f Hi » 217 1

[ pil C; | He » GE~} FHDMFHe CNFUZT T
\TTiipi P\l @ ~A[8Cul H «i;sjZe¢e
P H M\ e\T T {t, MMMV Z1 SOT

NOF 8 NO*§ NOnB NO § NGO 8 NPl OnCsf ;| 8§

1=, 083, 4, G 48 A-4 It does not tell you whether the key is live, and
a fabricated key still decodes to a plausible number. Use it to route the
incident; confirm with get-access-key-info only when routing is

This is also why a ghp_ hit is nearly always a true positive and an
AIza.. hit often a false one: one format was designed to be checkable,

not enough.

the other was not.

What each format gives up without a single request

BW ] TWBm 7 1B""7)= p& JwB_17 Wel"wWB: 1] & 1Z] W=# p & ]iwB_iz])771 ==B]14=Bp
e Vel Partly Credential class from the prefix, and the Validity, the principal's name, and any permission at
owning account number by decoding all
NOf 8§17 NO'§i «i1 NQ § v Yes Token class, and well-formedness with Scopes for fine-grained tokens; those have no
«iNO § certainty from the CRC32 introspection at all
NPl OnC8f ;1 §
j Hi r PDHS§; DD"mi | v Yes Project, service account address, key ID, and a Which roles it holds, and whether the key was

parseable RSA private key

already deleted

Hu i 6/2 Structurally Issuer, audience, subject, Ht f , P; | from the Whether the signature is valid, without the issuer's
first two segments key
ThmH uijli PAN v Yes The full grant: services, resource types, Whether it was ever used; SAS creation is not
permissions, expiry, and revocability platform-tracked
t At CEi i) YET» x No Provider, and environment where the prefix says ~ Owner, scope and validity all require a call. These

j Y§ZPr Hg
\f[8iei x;°

so. Nothing more

formats force you onto the network

Il ORDER THE FIRST HOUR BY COST, NOT BY CURIOSITY

Decoding, parsing and checksum verification are free and invisible. Reading provider metadata from your own account is
cheap and logged as yours. Authenticating as the leaked credential is expensive, destroys Z; j | £nj HF, and may notify
someone outside your organisation. In that order, the evidence is still there when the step that needs it arrives.
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PHASE 01 - IDENTIFY - ATTRIBUTION VALIDITY

WHOSE IS IT, IS IT ALIVE, AND WHAT DID YOU JUST DESTROY FINDING OUT

Testing the key overwrites the evidence.

A READ THIS BEFORE YOU RUN ANYTHING

On AWS, P; [T NHI £; DDHj j £YHUEZ; j | £n] HF returns the most recent use of a key, often the best single indicator that an
adversary touched it. Authenticate with that key yourself and the last-used date becomes your own timestamp; the original
is gone. Query it first, from your own identity, and save the output.

Attribution without authenticating Rules for a safe validity test

— TO-O-Ge 1 81 Capture last-used, sign-in logs and usage
dashboards before the credential sees any traffic from you.

— =A% U) B5 1, -GA%4l sts get-caller-identity,
auth.test, GET /user. Never a write and never an enumeration

;sjTj1jTNH £ DDH j £YHUEPA M S7; DDHj j EYHUEPF sweep, which is indistinguishable from the attacker's.

— " 1A%I0-AG — 1vAQU A fixed jump host with a known egress
IP and a distinctive user agent, so your calls are separable in the
logs later.

;SjTP; [iNH £ DDH j £YHUEZ; j | £nj HF S ; DDHj j £YHUEPF
SSA

command. This becomes the exclusion list when you hunt

in Phase 04.

—  O00» Jw1Aé %981, —QJ=1 For a third-party key your probe may
be the vendor's first sign of an incident.

Wh 2 Yfi AWHDI 8PF+i DZPH\ | §H[ ; PZ+ifi Pr; | HSYHUSPF 2

YHuGE A\ @ A DEAD KEY STILL NEEDS INVESTIGATING

A validity test answers one question: whether containment
is still needed. It says nothing about use while the key was
alive. Laws 1and 5 still apply.

i XiGFijfijO's SPF;ff Fy ShnHiu FRifZu ;[H

Exposure window worksheet

Establish T1 from evidence, never recollection. Take the — 0§-&Uvalue any row produces. One reliable early source overrides several convenient
later ones.

m = iZB_W p& 1M1z 7)Z& z &Bp 1 Bi# 1] W7) Mw
Commit author date Earliest possible exposure of the value NPl 1 ZANi S MMi[;1p ; T£.3 jHD Hy3i S High, but see push date below
" z2z
Commit push date When it became visible to others Events API / audit log. Can be years after the Use the earlier of the two

author date

Public event archives Proof a deleted commit was once Search public GitHub event archives by repo High, independent of the repo
public and SHA
Credential creation date Absolute floor for T1 P; [T ZPj | £; DDHj j £YHuj i « i NDZ*nFi P; High
j Hi r PDHE; DDMm | j T YHuj 7 ZPj |
Last-used metadata Latest confirmed use P; [T NH £; DDHj j EYHUEZ; j | £nj HF Coarse; overwritten by your
own test
Artefacts & Cl logs Exposure via a published image or FADYH T OPj | Niui«i fH £Z; uH T FPMM Retention-bound; pull
build output WCEZANI | H; i DO immediately
Provider notification Third-party discovery time Vendor alert, AWS Health event, secret- High, but always a ceiling not a
scanning alert floor

If two sources disagree, the exposure window is the union of both, not the intersection.

Il WHEN AUTHOR AND PUSH DATES DISAGREE

The author date is when the commit was made locally; the push date is when it became visible to anyone else. Push an old
branch late and they are years apart. Squash the commits and the author date moves forward, making the window look shorter
than it was. Pull both and take the earlier as / | . Where neither can be established, the credential's creation date is the floor.
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PHASE 02 - SCOPE EXPOSURE - EXPOSURE FORENSICS

WHERE IT LEAKED, FOR HOW LONG, AND WHAT YOU CAN NEVER TAKE BACK

Exposure is wider than the commit.

Deleting the file removes one copy. The value survives in history, in unreachable objects, in every fork, in
public event archives, and in whatever pulled it first. Ask of each surface: can | actually remove this? Mostly
you cannot.

FIGURE 5 - EXPOSURE SURFACES AND WHAT YOU CAN REMOVE git-hosted secrets

p A0 &4 I—i@e
" -l SXABIG—ce-Ble O % U | KO G

YO+ o, o A 3 (fid AO-V UGo—= HO=, O=H, » 32 —

" AO 1346 AO 1@00, G- TAs 22 Ui AA.

TU 8 T34, O 0§e-Edu—H UGri-ee-340, 9 186iz&
Ae ¥0B+» 1, @' [@ds , | &1, ", | & )IAj Gd» SRD
o) OB, % 100 0 0-F AD AO

2D - —A¢ 1wt , Cu—e 1.8 ATAUEE F6AUT AAGIT) B0 O GO0~ T18HAY 1W—AY:810» — §

Git archaeology

FIND EVERY OCCURRENCE, INCLUDING IN HISTORY a
uTBZ_Wip )= Bp

1 ZZiiHM «T; ZZiOPj | Miuei Q \VIH T «i\ AT Cui MPZH\ ; [ HE
NPliZAN S ;ZZiS M [;Ip® i ; i Di ;\3 £.3 SSAe
i Ipi;MONITF I HT DipiDM[PITF | HE HPI OH TPjil COH *0.
TTRITHE/ ; YHI T O TTMALTIOHT HHN 1201 nFPLT ZANNGE

60k AAD" G Op—1]] A¥EA GGROO —

& U 941, 7 UOR» 6, Ue, 65 7 60" —8IWA,

10 §T1OTAB] ——»+—G  I1"Al%

ZiU» 0 1M}, ee{],10-AG G810 Al +
A jiNATC\DOFAPVLji; 1T \ui [~ HE . | PZZi | DO, CZHi Cu

i IMTITOH O lei; \FIIO 1T, TR TP\TIOH fnCZPDifnj O H H | E

NPl i M DY § miH DO CZHi S F; \ NZP\ Ni S\ ~£i HVZAN

NPI T D; | EMPZH £f  F;\NZP\ NEj O ¥

TAKEAWAY

= Ao Ae 31—0F AU~ 1, %08 —Qeaé 1A% To, GBI
o — 3 U 8f1 B> 1» > AGIN T A»» &)

» o, UT AU HSIAYF A» » |, ¥

THE SURFACES GIT WILL NOT SHOW YOU

T [sNHI ZyuH j @&/ OHir; ZmHi D \Tj PLTP\T;7Z uH 7 H H TPlTRj
i GHITMALT]OH MP\; Zi MPZH uj | H E

FADYH i OPj | Aiu S\AElim D P[; NHy

FADYH Tj;rH P[; NHy I;i £t" N H £; 3

As — Az

iz_w i=B B wiz =z
oF O=-34% 1é¢, 0%-=084, 161 ABADGINUE , O

T nPZFIZAN i MNT T OHir ZHi p \Fi MY TP YHRT MY [ 27571 ANZ Yo G I+ A 0%, F -

MO T[] YjiPVTTOHO iAMHTFAH TN ] YIPVTTOHIT; sTZANGE
NO i mirPHs iméEPFy S ZAN N Hf £\ 3 §—Y~e 3

i A -0 AdE Al» And, ¥a
— e AY» —ee G » —O G

i ijl; I H&GI Pl I H\iCui;ffZueiiH; FiC ~
j > , " UOA» —a)

IHi;MI[ijl;IHfnZzz W £ SSAjIiPIN® N H £PijHD H

TAKEAWAY
7,0-a¥i, 7, i 4, Yale Use
Ao, ' —G0AJ, G» U of, GARUO 53

A FORCE-PUSH DOES NOT DELETE

Git providers retain unreachable commits, and they stay fetchable by SHA. The original push event carrying that SHA is
preserved in public archives independently of your repository. 2025 research mined exactly these “oops commits” at scale and
recovered live cloud keys and platform tokens. “We rewrote history” is housekeeping done after rotation, not containment.
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PHASE 04 INVESTIGATE AWS

~— AWS

1 OF 4

WHERE THE EVIDENCE LIVES

What AWS recorded sets the limit on what you can ask.

Every AWS investigation is bounded by decisions made months earlier. Establish those bounds first; an
investigation that assumes coverage it does not have produces a confident, wrong answer.

B=1 w
ZB_W "7 W] =])B= p& IDIT =zp Wzk = & TwT
CloudTrail Event history v Yes S {TF; uj Management-plane calls, per Region. Does not contain data events, so it will not
tell you whether an object was read.
CloudTrail trailn S3 X No 8" ni DOMj H The only durable copy. Confirm it is multi-Region and organisation-wide, or your
attacker's Region is simply missing.
CloudTrail data events X No li; PZEC'"m F S3 H "CWHDI ,Lambda \r ~YH, DynamoDB item access. Without these, "did
they read the bucket” is unanswerable.
CloudTrail Lake X No nf il AT, ¥ {Tui SQL over historical events. Worth creating « U3, a long-window incident; it can
ingest existing trail data.
GuardDuty @ Per S {1 F; uj Behavioural findings on the credential. Check i HFH\ | P; Z DDH j, Pj D'rHi u,
account *IPrPZHNH jD; Z; I PM, [f;D and \jI;\DH iHFH\IP; Z t MPZIi ;| P\ .
AWS Health v Yes S {TF;uj 6. 8- § - / .8 7*". . AWS found your key in public. Its timestamp
is an upper bound on T1, never the actual T1.
IAM last-used / credential v Yes miHITjl;1H Latest use per key. Destroyed by your own validity test: capture it first.
report
Access Advisor v Yes ~s € F; uj Services this identity , ' UJ, -6 used. The gap against its entitlements is your over-

permission.

The bounds first, then the record

STEP 1 - WHAT COVERAGE DO YOU ACTUALLY HAVE

i NESPFHi | i ; PZi; |7
ShnHiu 2li;PZ Pjlj¢EN\Z
PZeiNiNZ j"i N\PX; | PM/i;

I JT1OH Hi ;T Fm; CZHe T [ mZl PE- HNPA o
; Sj1DZAnFl i ; PZi FH Di PCHEI i ; PZj

[zl P-HNPM Z j nZl P- HNPA /i ;
CnDYH Z. ~ nDYH ;[H 3

TP HF
“irpj
;' Sj T DZAnFl

G THOEN T CHPA NI D; f I mi HF i
\Fi\7is
PZi NHI £Hr H\ | £j HZHDI 7 j

[flui~m fmipi\Ai
sHi2s;jilCHIF;|;iiH FPPE
Sli;PZE\;[H

uel
\;[HY
I'l; DYH (8 OHDYE

\; [HyT 8
ANNP\Ne i j I AfEHFZ 1 Hj |

"1 ANNP\ NI DMniZFi O r Hi CHHVT j | Af f HFT Cul | OHi

osjiDZANFLi; PZiNH LT PZE | Inj §\;[H
S hnHi u 3 YZANNP\ NZ |

STEP 2 PULL THE SLICE BEFORE IT AGES 0OUT

\FifH T-HNPM o1 jATZ
| T H PFH\ DHE

i rHTOR
i | OHi DM ui urni YHHf « 7| OHi DM j AZHi r PHST Pj 7'\
M\MiTiTP\Tde;sjiHD}T FH Di PCHEI HNPM j 18
S hnHiu
;sjiDZANFLi; PZi ZAMYnf EHFHVUL] S i HNPA
Sjl;ilEIP[H28 -" 2 S[;tEiHnZlj €is

S zarynf £; 111 POl Hj
I'1iPC H Hup DDHj Hu Fe

y 2Dl £5i @y "\ 2

TuiPj i, {TFuT; f@&/OP 1P

201278

I'1'i PCM H5; ZnHp2d 82718

FASTPpTZM\NH T 1 O
iF;l

{TF,uj«iD H | H;
FiPA\NHj |71 OHi

PZ

)1~ HP ~i li; PZ i Pl E

|71 HDMr Hi i I ITOP I Miui G ji; Zi H Fui Fi M f HFE
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Pz

£ZH HZ

HZPrH u ii”i

S-HNPAMj jCEHNPA G [H S Am frdil Hlzei FA

The fields that matter

userIdentity.accessKeyId: your primary
selector. For a role session the key is ASIA.., so pivot

on sessionContext too.
5[0 userIdentity.sessionContext.attributes.
creationDate: when the session began; matches

aws:TokenIssueTime used for revocation.

sourceIPAddress + userAgent: separates the
adversary from your own responders. Exclude your
jump host.

errorCode: a burst of AccessDenied across many
distinct actions is the signature of enumeration.

readOnly: split the timeline into reconnaissance
and action.

® CHECK EVERY REGION

Event history is per-Region and attackers
deliberately work in Regions you do not watch.
EleKtra-Leak's very first call was

H Di PCH HNPA\j .

A WRITE THE COVERAGE GAP INTO

THE REPORT

If data events were off, the correct finding is
"object access cannot be confirmed or
excluded”, not “no evidence of data access".
The second phrasing reads as an all-clear to
every non-technical reader, and what it
reports is a gap in the log.
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PHASE 03 - BLAST RADIUS - AWS -— ENTITLEMENT MATH

~ AWS - 2 OF 4

The key is a starting node, not the answer.

Blast radius is six grant mechanisms minus two constraints, closed transitively over every role the principal can
assume. Miss one and you under-report scope, usually the resource-based policies, because they live on the
resource, not the identity.

FIGURE 6 - WHAT ONE AWS ACCESS KEY REACHES permission graph

SERVICE CONTROL POLICY - A CEILING, NEVER A GRANT

> )38 H Ag 8O
o ——c
> W' 'o—l»,3%i—-I1A880O sts:AssumeRole
A 4
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> #CGUITT A8 8D

e N EVERY SECRET HERE FORKS
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BO¥ —H, i, 1 Q3 —O-OAU0 HYAU—18 —3188IT Y —© &4 1B—H0G-al Y20 @AU0, ' —G8lié 0§ oigié udl, T -, AYQ - 8T’ , 1" A> -G+, "TRAIGs , I

COMPUTE THE RADIUS - ENTITLEMENT, THEN REALITY ,_@

I|@& rH ul OP\Ni | OHi ; DMV LT N\ jei PNTAH FADnf H\ | B
;SjiP; [INH £ DD'M I £ m O Px; | PMNEFH ; PZj S MPZIH 10 Hi T -"ZHi § ]& W T&K=B]1] & 1] W=#
i~rnfi AD;Z ;\; NHF*AZPDui i ; m O@®y M\ T et N e N
Y ZW\—3# 88U |' 0= 318 A0+ a—|, Il Ge U—
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<i\ALi 1 OHi f Hi [ Pj j PM\ i f AZPDPH & G5 n—slIZ |IZ Io— G -0 %2 |+ Ge-dG-AC A
Wh 3EAZH H ;PZ Pjlj¢i ijHZHD « Ejjn{H~ZH~ZPDu ~Dn{ K\l [~j1iP\N

DM PVje2nj H ™H, YHFEN) Hi 2Z2Z21 T Ei\3T; ml OB "\

RECORDS 57 million
SETTLEMENT USD 148M across 50 states

and DC

i~@& jYijfHDPMPDI hmH | PA\JTP\jIH Fi*MiH, FP\Ni f AZPDui f i Aj HE
SjiP;[TjP[nZ | HEfi P\ DPf; ZEfAZPDu § f~AZPDU£j Ami DHE; i\ ;i\ Vi3 PERSONAL The CSO was criminally convicted
S;DPNE;[H jHDHj[;\;NH Z H .HDi H 5; ZnHi Y[j Z HDi uf 1 i § over the concealment
SiH miDHEi\j 32
TAKEAWAY
As 310 Al —Te #8201 O=—34% 11, 4, %12
o, UY G5 ol Ke —, U0-H3—310 Al —Tr—
' Q=38 10 WO, Vi BDW, 1810+ o—|

“Te@® INJE;,DDMITHfAMH TP T- ."0- TfAZPDPH G
;Sji;DDHjj;\; ZuxHi i ZPj I EMP\FP\N S ;\; ZuxHi £;i\  ;i\y
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;Sj TP [INH\H ;| HEj Hi r PDHEZ; j | £; DDHj j HFEFH ; PZj S ;i

The mechanisms, the constraints, and how to enumerate each

& =)Z: =_: W] pl& : Bz]1 B: : B=1: )2z
| :8+300-01 A§ 50 P; [1ZPj | £nj Hi £f ~ZPDPHj i «i NHI £nj Hi £f ~ZPDu =000, ' =184k AR » , Blage
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| -5 SHYG A, @ P, [iNHENjHini*H [PjjP\] "mFiu TO-5-340 IO Al — 16Kl § -18Y AvAD 80
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Effective permission = (G1%..¥G6) ¢ C1¢, C2, for every role the key can reach.
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PHASE 04 INVESTIGATE AWS -

~— AWS

3 0OF 4

HUNTING THE TIMELINE

An attacker works an AWS key in a predictable order.

Automated credential abuse is highly formulaic. Work the table below as a checklist against your timeline:
presence of any row moves the incident from exposed to used, and the Impact rows are what generate

the invoice.

zZ] # 7B_ 1w)71i 5 / i1 Bil&_=] pa&whl i 11 wz
Discovery H ;ZZH FHI Pl uiei H D PCH HNPM\jie Almost always first. H Di PCH HNP*\ j was EleKtra-
HD PCH\jI;\DHjiei Pjl nDYH jiei Pjl-"ZHie* Leak's opening call.
H DD*mM1 mOViPx;I P\ H;PzZjiei HDIPCH \jl;\DH
Persistence iH I HDDHj Huiei iH IHOjH 7«7 iH |HANP\*i "MPZHi ¢ A second credential the attacker owns. Rotating the
Of F; | H ANP\ *{ AMPZHi i || ; DOOj Hi *~ZPDui » leaked key does not remove it.
[f~I ] Hux; Pi

Priv. escalation *m 0j H *AZPDui «i |1 ; DO ~ZH*"~ZPDui »

Of F; IH jjn HAZHAZPDuUi ei *;jj-~ZHi 7 jjn{H"ZH
Defence evasion

AN ANNPANI o7 HZH H i PZi«i7 Of F; I H i 5 PZi e

HZHH HHD AT HZHH AN iAnfiei*nl rH . HZHDI i j
Credential access H.HDiH 5; ZnHiei H*;i;[HH *jZiei HDiuflie
H*;jjsMF I
Collection & exfil H "CWHDI i DATA EVENT iei iHIH .\;fjOMid

AEPMU L\ FjOM I1iPOM HieT iHIH\;fjOM TG
AFPMUL N fJOM TTi PCr Hiei*ml nDYH *~ZPDu

Impact “mM \jIADH Tei \rAYH AFHZI -
\FAYH AFHZEPI O H f AV H Li H [T i H T H \FfAP\
«i.HF [;PZi+i5H PMu [; PZ FHI Pl uie

. DOHFMZH Hu HZH P

~\ VPN

Changes the blast radius, (-Oyou measured it. Re-
measure at the end.

Any of these means your later timeline is incomplete by
construction. That belongs in the report.

Fork the incident. Note: not blocked by AWS's quarantine
policy.

The ~FPMue || i PCnl Hpair shares a snapshot with an
external account: exfiltration that leaves no data-event
trail at all.

Cryptomining, LLMjacking, spam, destruction. Cross-
check the billing console for the same window.

Two queries that do most of the work

ATHENA THE FULL TIMELINE FOR ONE KEY

JTH TP HeT;sji HNPM e T H H\ T j Ami DHe T Hr VT [ He
JAmM DHPf; FRiH jeim H ; NHV T i Hi i 2 DMFHe T i H, FA Zu
DZAnFl i PZ8ZMN

6 - TinjH PFH I Pl u®DDH j YHUPFi pi 3 SSAs

TTHHIITP[H /6 SY{Ye£{e£{| 1 {{Z{{Z{:®

HIH{Z{ ]2

"o -7 8THHIIP[H

ZHijH j P\ i fPrAld
STiimHPFHIPIluGH j P

HI-E(fE

IHIEIli PO H @i H | PP\F; I H

ATHENA THE ENUMERATION FINGERPRINT

[T~ DHPf ; FFi Hj j

.1 D; Z2Zj
. T FH\ PHFe
LTFPj 1 P\DI §; Dl PM\j

DML o3 T i T TaTTiaiiiiiiiiiiiiiii
D'm | §PM HI i ~i DMFHI .7 "/T 0 T
Dmile ./ JTH RN [HZTTTTiinny
=" TTTDZAnFl i PZSZAN
6 - TimH PFH\| Pl u®DDH j YHUPFI pi 3
-"0*T 8i|ei}i"- -7 8iFH\PHRI . .
ST PNO FH\ PHFi Gi OPNO FPj | P\DI §; DI PN\ JTIMA[TANH *TRjT;\
S rH iUl [FFPANTuAm T fH [P jPMNj @& HNPIP[; | Hi s?i YZ7; Fj
ZZi MAsi ; DL PM i \Fii; i HZui NH T FH PHFGE

SSAs
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TAKEAWAY
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® EXCLUDE YOURSELF FIRST

Before drawing conclusions, remove your
responders' source IPs and user agents from
the result set, and the NH £D; ZZH £PFH\ | Pl u
you ran during the validity test. Misattributing
your own probe as adversary activity means
rebuilding the whole timeline.
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PHASE 05 - CONTAIN - AWS - CONTAINMENT ORDER

~ AWS - 4 OF 4

The quarantine policy protects AWS's invoice, nhot your
data.

When AWS finds your key in public it attaches 6. ~[fi [ Pj HF Hu, mi;\ | P\ H5~, whose stated purpose is
limiting damage "caused by fraud-related activity leading to unauthorized charges, while not impacting the
existing resources.” Read that as written: it is a cost-abuse control, and the actions that matter most in a data-
breach investigation are left open.

é N
FIGURE 7 - SIX YEARS OF AWS deny-list STILL PERMITTED: CLOSE THESE YOURSELF
CHANGING ITS MIND grou

Everything a data-theft operator needs:

— sts:AssumeRole: A—F o, &8 108-1¢ AO A The quarantine
applies to the user, not to roles it becomes

4z H =&k — secretsmanager:GetSecretValue: every secret it can

Z)ZRh ZH Ae—Uge reach is still readable

— ssm:GetParameter(s): parameters still come back
decrypted with WithDecryption

— kms:Decrypt: only key-policy and deletion actions are denied

— rds:CreateDBSnapshot + ModifyDBSnapshotAttribute

and the ec? equivalents: Gv, 6 10 | e AU, ¥+ U9 -

Each version restates what AWS thinks a stolen key is for. : AUV SUD) B4 1, e Tz T 380
compute fraud, so EC2 and Lightsail. : destruction and resale, so - Read paths into DynamoDB and RDS

fifteen S3 actions, then bedrock:InvokeModel once LLMjacking

arrived. A :ransomware, so kms:ScheduleKeyDeletion and

s3:PutEncryptionConfiguration. § &; 10—t YO
CaAé GYAl,  #¥ia, G- —3IOG» Az, and that beyond S3 reads,
not one of the twenty-one data-access actions we checked has ever

been denied in any of them. L p
Contalnmentorder CLOSE THE QUARANTINE GAPS
0 Capture first. 87 11;DOi; ZM N PFH hmi ;\ 1P\ H i A\ 1 OHij ; [Hinj H &
NHI £; DDH j £YHUEZ; j | £nj HF, trail status, GuardDuty findings, YizSH P2 Zi2 (| JE[{E], 272 13 T HH I 2213 Y
billi 0 t th h 2, PF2Zi2 - ZMNH mi;\IP\H ;fj2e
illing. Once you act, these change. 2 NMHDI2Zi2 H\uZei2. H Ami DR 21
° Leave AWS's policy attached. o Rl S
L o 2j1jZ jjn{H"ZHee.
Removing it before remediation is complete can affect your 2V[j 2 HDi ufl 2
eligibility for AWS concessions. 2 HDi Hj[;\: NH Z H . HDi H 5; ZtR e
. 20 [Z H*;i;[HH -2«
o Close the gaps above with your own deny. 2IHZiHIH \ifjOM 2e
Quarantine is a floor, not a ceiling. 2iFZ AFPMu .\ fjOM I 1i PO HRe
X . . 2HDYZ i H I H.\;fj O 2e
@ Deactivate the key; do not dFIete it. 5152 Y o ) U0
P, [infF, I HE; DDH j EYHUT S j I ;I mi \; D PrH Adeleted key ID 2HD}Z AFPMu [; NH | |i PCi K2

cannot be resolved against your logs, and Z; j | £nj HF goes with it. ET

Delete once the investigation closes.

e Revoke role sessions REVOKE LIVE ROLE SESSIONS (ASIA..)
if any . < credential or assumed role is in scope. Deactivating a i A\JAZHZI-AZHI S T-H AYHI H j PMj G |1 DOH;
user key does nothing to a live session. i 6.-H AYH ZFH . H j PA\j 7 FH UP\NT HH Ui H j PR
i Pj j mHFi Cl i H\AseifzZm i ~{jiMiifirf; NIPN\NE
° Hunt persistence before declaring containment. Vi2 MVHDI 2 Zi 2

Any i H IHOjH, iH IHDDH| Huor iHIHANP*iAMPZHin 2 DiPNzZie - H Ami DHE Zi 2 -2+

2 A\VFPIPMN27iViz JIHHj/IQ\2Zi Y
2:SjZIAYH jjmH P[HZ
2 {}eE{fEY €/ {, Z{{ L{

HilOPTIP[HI;[fil Turmii”s E

the window is a second credential that survives rotation.

Hi r PDI \ YHFi i ~ZH T D; \\ A 7 CHi i Hr ~YHFI | OPFj
S;UE FHUIPlui HNIHTjHjPN\jTiHAYH P\T F &
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PHASE 04 INVESTIGATE - GCP -— THE LOGGING GAP

1 OF 3

O 6cP

(_._)n GgP the default answer to “was the secret read?” is
U3 YA 3

GCP splits audit logging into two classes with opposite defaults. Admin Activity is always on, free, 400 days.

Data Access is off, billable, 30 days. Reading a secretis [/ §- . Which side of that line you are on decides
what you can promise anyone.
7B#1 7 22 | W] =])B= B=] )=z
Admin Activity v On, free «{{1F; uj Config and metadata writes: IAM bindings, key creation and deletion. Where
§- HhPi HF bucket not persistence shows up.
configurable
Data Access x Off ~{iF; uj DDHjj.HDiH 5H j P\, H.HDiH, Pjl.HD H j, GCS object reads.
8 HM nZl bucket 1-3,650 Without it, secret reads leave no trace.
configurable
Security Command Center @ Tier- 5;i PH Anomalous IAM grants, exfiltration and cryptomining. Silence here is not
dependent absence.

Pivoting on the key, not the account
FIELDS WORTH KNOWING

Audit entries name the exact key used, which separates the leaked key from every
other credential the same service account holds.

— authenticationInfo.
serviceAccountKeyName: which key signed
the request

— avuthenticationInfo.principalEmail:
the identity

/S M pW AT S — authenticationInfo.
serviceAccountDelegationInfo: i GRA TA
& | @AY, ¥, and the chain that produced it

— requestMetadata.callerIp and
callerSuppliedUserAgent

NDZANFi ZANNP\ Ni i H; F 3 — authorizationInfo[].granted: per-
permission allow/deny

— status.code: non-zero is a denial

NDZA T fi AWHDL j i NHEEP; [ £f AZPDu * -
TWh 2EnFPl M VPN 2

finlA*; uzZr; FEM O\ PD; | PA\ \M\GHi rPDH DD*m\| Hu ;[HZ2 8§ 2
TIP[H | [FiS7i2}{}e£{£{|/{{Z{{Z{{: 2318

SEiAvHDp*-" 1 S M pW A

NDZAnFi ZANNPANi i H; F 3
finrlA*;uzh FEM O PO I P \M@&i P\DPf; Z [; PZp2H Z
SSAN Hi r PDH; DD"m | @[ 2
i fiAlA%; uzZh FE&I ;| g @MFHI SKi {3 S fi AWHDI p*- "

A THE SETTING FOR NEXT TIME

Enabling Data Access logging mid-incident
records nothing retroactively. At the
organisation level, / §- for Secret
Manager covers every project. The cost is real
but bounded; the alternative is not knowing.

What you can still prove with Admin Activity alone

Data Access being off does not end the investigation. Persistence and escalation are configuration changes, and those are always recorded for
400 days, free.

m WZ Wni#B 7 : ]1&B 1= D= & 1 _ ) i7B# p& D zitwz = T =z

Persistence N\ANZH@P; [ EF[P\@& | €i H; | H. H rPDH DD"m | Hu A second key the attacker holds. Deleting the leaked one

changes nothing.
Persistence

NNZH@P; [ EF[P\@& | Ei H; | H. Hi r PDH DD"m | A brand-new identity outside your inventory.

Escalation .H ;[*"ZPDu Compare f AZPDu HZI ; to your baseline. New

I “YH i H | ”i bindings are the impersonation setup.
Escalation NMNZHAP; [ @b HFH\ | P; Zj GE| EH\ Hi ; | H DDHj j / AYH Impersonation happened. Follow the chain.
Evasion Of F; IH.P\Yiei HZH H. P\Y Log routing altered. Your timeline has a hole; document it.
Impact DM frd HEP\j | ;\DH @\ jHiliei;PfZ | Mi[«fiHFPD Cryptomining and model abuse. Cross-check billing.

Cremit Research

2026-09-04

17



PHASE 03 - BLAST RADIUS - GCP - INHERITANCE IMPERSONATION

& GCP - 2 OF 3

A service account key is a licence to become other
identities.

GCP's blast radius grows in two directions the identity's own bindings never show. Downward, through policy
inherited from the organisation and folder. Sideways, through impersonation, and if any account in that chain
holds domain-wide delegation, sideways means every mailbox and every Drive file in the company.

FIGURE 8 - INHERITANCE DOWN, IMPERSONATION ACROSS ermission reach

INHERITED POLICY FLOWS DOWN

BG, ¥& % > A IZIAQ | —Je U " | READS HERE FORK
h 4 THE INCIDENT

"A+ 0 > Z208 %O AND ARE NOT LOGGED
M BY DEFAULT
TA—U » §VU-OK AU izV7

A ROLE GRANTED AT ORG LEVEL
UNSEEN IN PROJECT POLICY s
p| —OIFQAY,

BF— —le U—

* rolesfiam.serviceAccountTokenCreator
Z 1 id-oK 1 Z 11de A0 d,’ Y®% A
DIRECT + INHERITED ROLES DIFFERENT PERMISSIONS & | —dAY; U, 81UC-04—e A»
@l L0 e » 817 4K A0
then generateAccessToken

- BioAl 160 W INU-081iz | di -6 FYA, AU, 100 0-UA 1z T ] o-al, 6F 10+, Ouh ONICUE, UZ T T» —O-8laA- G- AAOA

FOLLOW THE GRAPH TO THE END A CHECK DOMAIN-WIDE DELEGATION BY HAND

i| & MVHDI Pr Hi f AZPDui 0 i P\ OHi Pl ; \ DHGE *i "WHDI £ZHr HZ DWD is not visible from GCP IAM at all. It is configured in
IT7TNH £P; [ £f AZPDui ; ZN\ H sPZZimFHi j | ; | HIi | OPj B the Workspace Admin console under Security n API
NUOZZRGERT 5 ) ) 150 & ZAVBRIrEEIRS ([ 257 2P0 & 20 R B g U PV [p°= &5 1 controls n Domain-wide delegation, and the entries are
. i = A T
S PRHTPlup?j H rPDH DD'm [ ZH 2 11 "Fa®; [ S OAuth client IDs. Get the service account's unique ID with
@& Hi r PDH; DDMml | PN 2 . . . .
NDZAnFi P; [ 1] Hi r PDHE; DDMmM | j T FH Di PCHI . TS
“{}@60N D; \i 1 OPji. iCHDM H “MMi[; 1 p3r; ZnHe M PhnH FZ3 and match it against
NDZANFi 5 jj H T ;\; ZUxHEP; [ £fAZPDu S A N, \ Px; | P\ p"- § i that list. A hit escalates the incident from “a project” to
S PFH\ | Pl up?j Hi rPDH DD*m | ZH Z SSA2i § “the company".
SfH [PjjP\jp2P; [@GH rPDH DD*m | j GNH DDHj j / ~YH 2
(TTT-HHTTMiTHHul . TiHM\HFE&/ O |1 P il OH MZZii H, DOE

APl KEYS ARE A SEPARATE PROBLEM

“i~@ PRIP[fH jA\;IPANT; Dl mZZui O ffH“
NDZANFi ZANNPA NI i Hy F 3 fi AL A* uzh FEH O'F [ Hp An AIza.. key carries no identity and no IAM role. Its only

2 HH ;I HDDH j/AYH23 §firwHD p*-"  / controls are API restrictions and application restrictions, both
optional. There is nothing to impersonate and nothing to inherit,
but equally nothing to scope, so treat an unrestricted API key as
valid for every APl enabled on the project.

The bindings that turn one identity into many

Search the effective policy for these. Any of them means the reach is larger than the identity's own permissions suggest.

WB7 BWT W )ZZ)B= p& 1IN HW =]z p&whll: 11 wWZh=11 &)z))= ) =]

iNZH ™P; [ @ Hi r PDH DD"m | /AYH i H 1A Mint access tokens as another SA The core impersonation primitive. Follow every edge.
iNZH ™P; [ G Hi r PDH DD"m | 0] Hi Attach an SA to a new resource Deploy a job that runs as a more privileged SA.

P, [@GH rPDH DD"m | j PN\ sli™ Sign assertions as the SA Token minting without NHI  DDHj j / ~YH\ ever

jPN ZrC appearing.

i~ZH ™P; [@H r PDH DD"m | Hu F[ P\ Create new SA keys Persistence. Survives deletion of the leaked key.
iNZH ™ H A DH; \; NH @i "WHDI ;[ F[P\ Edit the project IAM policy Self-escalation to anything in the project.

i NZH ™S\ HiTe1iAZH ™HFPI i Broad access across most project resources Frequently inherited from a folder and forgotten.
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PHASE 05 - CONTAIN - GCP -— THE 60-MINUTE PROBLEM

& GCP - 3 OF 3

Deleting the key does not stop the attacker.

This is the single most consequential provider difference in this document, and it is counter-intuitive enough that
experienced responders get it wrong. Service account access tokens cannot be revoked. Not by deleting the
key, not through the Admin console, and not with NDZ~nFi ; M O i Hr AYH. They simply expire, an hour after they
were issued.

FIGURE 9 - TWO CONTAINMENT SEQUENCES, ONE HOUR APART GCP service account

W) —@di —3ia%g1e A0 & Ul - 0¥ AQUI TAT  T» AGh 840U-5

6 /i "¢ i@
—UF -8l 2 Hé, & )
a1 - £

Z-a8 1 A 8 « — i@, 10084 1, i+ ;4 W 34vA¢ 1, 80

Google's wording: “"Deleting a service account key can invalidate the long-lived credential so that an attacker can't request a new access token,
but it doesn't invalidate the access tokens already granted. To ensure access tokens aren't abused within their 60 minute lifetime, you must disable
the service account for 60 minutes.”

CONTAINMENT SEQUENCE A THE THREE THAT DO NOT WORK

T {@*i H HirHZi ZPj | T YHuj i "~ TFHZH P\ Ni ; \ ul OP\ NGE NDZAnFi; ml O i Hr ~YHon a service account

STTVTT T YHUi urnd FPRIAALTDEH T HIP T OH; T DYH 3 jifHij P H DHE onIy deletes the local credential file and prints

ND%Anﬂ P; [1] H r PDHE; IE)D"m IjTYHUjTZPjI S P, [£DD'mIp. 18 a warning. The token stays valid server-side.
S [;\; NHFECUpnj H S MMi[; | p2l; CZH\; [Her; ZPF M Hi/ P[ H YHu" i PNP\ Z2 Google Cloud session-control settings apply

; Ao to user identities, never to service accounts.
i|@&.IMT 6IIAYHjE

NDZ~nFi P; [ Hir PDHE; DDMm 1 1 YHUj i FHZHLH 8§ & P;[£; DD*m | . And rotating the key without disabling the
account leaves the window fully open.
IY&.IAMfVo7 ./ AYH\j &/ OPj TR TIOHIjIHTIO TP 1) YPffHFE
NDZAnFi P; [i ] Hi r PDHE; DDMm | j i FPj ; CZH .

O IF YOU CANNOT TAKE THE OUTAGE

i ~@&6; Pli A T OHi MiZZi | AYH MH P[H&E ~T\MTjONIHTIOP E . . . N
L Disabling a production service account for an
hour is disruptive, which is exactly why teams
“j e - H | Ai Hij H r PDHE skip it. The supported alternative is to remove
NDZAnFi P; [ j Hi r PDHE; DD*m | j i H\ ; CZH . the account's IAM bindings, since
authorisation is evaluated per request, but
=37 ZH, YHFi NDZAnFi D HFHV L P; Zj T I OHif 5 1 O Pj T FPMVH H\ | Z allow for IAM propagation, which Google

“T 0 H Ar Hi | OHi NDZA i IMALTIO T H3jiDN\HD HF; ffZPD; | PAj
TTP\VTIOHT F[P\iDMNjAZHE/ O I TFAH TP\ r; ZPF; | Hi' | OHPi i | \j E

documents as taking up to seven minutes.
Either way, write down which one you chose
and when. The closure gates will ask.

PROVE THE WAIT ACTUALLY WORKED

; ZZi ) | PZZi j mDDHHFP\ NI A\ i | OHI AZFT YHUi ; M HE T/ G{ T [H \j Tl OH
YHE tfHDI 7l ;1nj @ FHi SNi {1l O ~"nNOml E THEN VERIFY
NDZANFi ZANNPANi i H; F 3
finlA*; uzZr; FEM OVl PD; | PA\ \M\G Hi r PDH DD*mi | Hu ;[ HZ2
TIP[H | [fiS7i2/{23 & fi~rWHDI p*-" /78
S M [;1p2r; ZmHe fi Al A% uZh; FEI ;| nj GMFHZ2 j™Nl Em

= Key gone from keys list

— No CreateServiceAccountKey in the window
that you did not perform

= No further calls bearing the old
serviceAccountKeyName

— Impersonation edges re-checked after
re-enabling
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PHASE 04 INVESTIGATE AZURE

1 OF 3

A AZURE

WHERE THE EVIDENCE LIVES

Service principals sign in somewhere else entirely.

The most common Azure investigation error is searching the sign-in logs, finding nothing, and concluding the
credential was unused. Non-human sign-ins are recorded in separate logs from user sign-ins. If you are not
explicitly querying the service principal and managed identity logs, you are looking at the wrong table.

ZB_W "7 W] =])B= p& INT =zp Wz
Entra service principal sign-ins v On T FiM HH The primary source for a leaked client secret. Carries the caller IP, the
CHirPDHi P\DPf: Z ~{i Fi*| ™} resource, the result, and which credential was used.
PNV AN
Entra managed identity sign-ins v On LT ~{TF Separate again. Relevant when the compromised path runs through a
Vo NHE FHVIPLu. PN\ AN VM or Function identity.

Entra audit logs v On LI ~{TF Directory changes: new credentials on an app, new owners, consent
grants. Persistence lives here.

Azure Activity Log v On SLTF;uj Control-plane operations against subscriptions and resources.

Key Vault nFPl rH| x Off .P\YEC'mM F .HDiH H ,.HD H Pjl and friends. Nothing is recorded until a
diagnostic setting exists.

Storage logs x Off .PA\YEC'mM F The only way to see SAS usage. Filter ml OH\ | PD; | PA\/ uf Hi S,

7 NH ZAC AN 2. .2, correlate a specific tokenby m O\l PD; | P\ ;j O

Defender for Cloud @ Plan- 5;i PH Behavioural alerts on identity and resource abuse.

dependent

THE QUERIES TO RUN FIRST

G rH uijPNVEP\TCuil OPji; ffei iD HFH\ | P; ZE
DPf;Z iHFH\I P; Z Hu FijHf;i; I HTIOH ZH; YHF
SEITTT)HDIHTIMA[TIOHi AN OH TjHD H ji
.H rPDH*i P\DPf; Z. PN\ \ "N

iSOH Hi ff FiSi2 ;ff Fy2
Tfi"WHDIT/P[H HHHi ;IHFeT * FFRiH jei-H " "mDH PjfZ;u ;[He

-H nmzl Juf Hei . Hi rPDH i P\DPf;Z iHFH\I P; Z Hu F
TN FHTCQUI/P[H HWH ;T HF ;D

\ Fi Cui 6
. Hi r PDH i

Seriii

\ilOHij;[H;ffCE

Séi } & ;VulOPANii H; FiAmd T AM Hui 5; nzl “

xm H P; N\Aj | PDj

i SOH Hi - H ~mi DHi ArPFHI 1S, 12 " /E 85 0 /2

TSOH HI "fH ;I PN\ ;[Hjl;iljsPlO2.HD H ?

PFi AHDI T/ P[H H\VH ;T HF i "fHi ;| PA\ ;[ Hei PFH\| Pl u§DZ; P[ §; f f PF§Ne
v ZZH * FRiH jeTiHhnH 10iP§j«7AIf.1;1n "FHSF

5 OPDOY TIAYH o7
;NH ZA"C *N
TSOHi H m O\l PD I PA\/uf Hi S, 12, .
Tim{[;iPxH AfjpD"m I eZeiCul H pj n{e-H fA\jH ~Fu. PxHze
MPi jIp[P\e/P[H H\Hi ; I HFZei Z;j I p[;te/P[H H\H ;| HFZ
Cui M OANIPD I PN ;jOiT ;ZZH f FRiH |

5O, | 1 FPFi Pl i | AnDO

A

Séie@*H jPj | \DHE 1D HFH\ | P; Zi ~i i
SETTTTFM PANi | OHI sP\FAsijmrPrH i H H ul O
nFPl AN
TsOH HI "fH ;

\HT; FFHFI | AT OHi; f f

Niurnii Al 1T HE

PN\ ;[HIG|j§ \uie2
2 FRiNs\H i17i;ffZPD; 1 PN\ 2e
20f F; | Hi; ffZPD; | PM\ 22

| HFeiT"fH ;I P\ ;[H1T \PIPIHF ue

TFi AWHD T/ P[H H H ;
/i NH - H ~mi DHj

Cremit Research 2026-09-04

A SEVEN DAYS IS NOT AN
INVESTIGATION WINDOW

On Entra ID Free, sign-in logs are kept for
seven days, and diagnostic settings (the
mechanism for exporting them anywhere
durable) require P1 or P2. Upgrading mid-
incident does not recover history: only data
still inside the free window comes with you. If
your exposure window is longer than seven
days and you are on Free, state plainly that
use cannot be confirmed or excluded.

O SAS CREATION IS INVISIBLE BY DESIGN

An account-key SAS is computed on the client
with an HMAC. No call is made to Azure, so
there is no creation event, anywhere, ever. You
can only observe a SAS being used, and only
if storage logging was already on.

READ THE ResultType

A run of failures is as informative as a success. In
the service principal log:

FFij H rPDHi fi P\DPf; Zi Di HFH\ | P; Zj 2

= 0: success. The credential worked.
— 7000215: invalid client secret. Someone tried a
stale or guessed value.
= 700016: application not found in the directory.
I— —= 100U —84 104, 61, , 00—
é \% 133 94 a strong signal that the value
is circulating.

— 90002: tenant not found. Same pattern,
broader sweep.
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PHASE 03 - BLAST RADIUS - AZURE - TWO PERMISSION SYSTEMS

A AZURE - 2 OF 3

Azure RBAC and Graph permissions are two systems, and
reading one understates the scope.

An application identity holds two unrelated permission sets. Azure RBAC governs resources; Entra app role
assignments govern the directory and Microsoft 365 through Graph. Enumerating one and not the other is how
a tenant-wide mailbox compromise gets reported as a storage incident.

FIGURE 10 - WHAT AN AZURE APP CREDENTIAL REACHES o0 planes

RESOURCE PLANE - AZURE RBAC

> Y > =30 AU 4-8Im UU TWO ACCESS MODELS:
ACCESS POLICIES *AND%

ZUe In W Tn 1G-GAU0 — ZWRO i —Hm Ghzv7 RBAC. CHECK BOTH.

N P ASSIGNMENTS INHERIT DOWNWARD
zao8-H@ g,
APPID + TENANTID DIRECTORY PLANE - ENTRA APP ROLE ASSIGNMENTS (GRAPH)

p L 8IWSIETTF - (ABIW—+p @H - | APP PERMISSIONS HAVE
NO USER CONTEXT. THEY

"8 QW— R - A3 sl .. | APPLY TENANT-WIDE TO
§-UW--p @H VI Liiiree e EVERY MAILBOX.

I8, AW p GH -8, %0 , -, B & 88 AS—HW—F 11, « T G--31% AW, %51AB-O, 11Ks -0 84T, O» AGH @&+ —1A%4

ENUMERATE BOTH PLANES 4 §C‘5\(~)&0 ‘“9 OD
-H Am DHi f Z; \ HZi Hr Hi uij DM He 1 P\ DZnFP\ Ni P\ CHi Pl HFCGE
CXTEAZHGJJPN[HITZPT S jjPNMHH ff Fy S ;2Zi 8 1& iz BT Tp Zip W] ]

S P\ DZnFHEP\ OHi Pl HFi S" P\ DZnFHENi ~nf j i & - - i o sy
£n I'C;H | | I e 1z Zi_Wrii U 80— 184, 1# 88 U 10+ ABAGIA
' Gn, OF, W 984 1+, U 60, GO Al — 1I—

i PiHD ANiuifz,\Hzi i;fO;ffii~rZH1; Dlm ZZuiN ;\ | HFE _%/MAO| —+ ' AUl 81| U-I' AVAOA

Xi; Fis fEifH [P jPN\TZPIEN;\Ij S PF ;ff Fy EXPOSED 38 TB, including two employees'
;xiiH1 S[HOFNHiIS Mz 201fjZ5eN ; f OEPD Aj "M @[ ™| G ™ workstation backups
jHir PDH i P\DPf; Zj«; ff Fp3 ;ff Fy3z™ff-~ZH jjPN\[HI]j?2 . .
CONTENTS Passwords to Microsoft services,

“T6ONI HZ) Hi D, \i; FFiDiHFHN I P; Zj 11 AT T OPj T f f secret keys, 3O'OOO+ internal Teams
Xi: Fi:ffins\HizPj| &PF :ff Fy messages from 359 employees
Committed July 2020; expiry
I Hui5;mZlinm Hi/6"i[AFHZ] & OHDYi sOPDOHr Hi i Pj i P\'i M'i DHE later extended to B’ (A —&
cXTYHur; nzlijOrs S\ [H r;nZlyi§ reported June 2023
S hrHiu 2Yi C DZf i Af Hi | PHj @ ; CZH-C, D ml O'i Px; | PA\ e

f AZPDPHj Zf i Af Hi | PHj & DDHj j *AZPDPH 2 TAKEAWAY

] aHAe-&0 Al ¢, G— § —BIB—N0-S10%;
@> 1o, 81A¥AH=As As 816+ 18 —, UG+ 20O
¥+-22-@A00, ' — 1A -3 AQG-E-4€ |

Graph application permissions that change the severity

They carry no user context. If one of these is granted, the scope is the whole tenant, not one mailbox or one site.

T W )ZZ)B= o] miw & wWTBWNT z
ffZPD; | PN\ B H, F6i Pl HE Z2Z Add credentials to , ¥8 app registration Escalation to whatever the most privileged app can do
-NZH ;\ NH HU T E H; Fei P HE Assign directory roles A path to Global Administrator
Pi HDI i u
Pi HDI i uE H; F6i Pl HE Z2Z Read and write the whole directory Full user, group and device control
iPZEH Fiei ; PZEH, F6i Pl H Every mailbox in the tenant Organisation-wide mail access, notifiable in most regimes
PZH & H; F6i Pl HE ZZi »1. Pl H & All OneDrive and SharePoint content Organisation-wide document access

nZz M IirzZE2zZzZ

0j H & H, F6i Pl HE ZZ Modify user objects Includes attributes used for authentication decisions
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PHASE 05 - CONTAIN - AZURE -— THE SAS PROBLEM

A AZURE - 3 OF 3

You cannot revoke a SAS token. You can only invalidate
what signed it.

App credentials are contained cleanly: delete the secret, disable the principal, done. Shared access signhatures
do not. A SAS is an HMAC over a set of claims, verified offline against a signing key, with no list of issued tokens
and no revoke endpoint. Your options depend entirely on which of three ways it was signed, and the presence
or absence of j Pp and j YAPFp in the query string tells you which.

zZ zZijwT W B#=)Z DT w &Bp I BH=m 7) 1 0] B77 ] W7 : #

Ad-hoc account / service \ AT j Ppei\ AT j YAPFp Rotate the storage account key that signed it. Every other SAS and every client using

SAS There is no narrower option. that key stops working instantly.

Service SAS with stored QO jijPp frZPDUEPFY Delete or re-date the stored access policy on Only tokens bound to that policy. This is

access policy the container. why policies exist.

User delegation SAS O jij Y PFpT ™ j YI PFp P XT] AT NH; DD LT i He AYHE All user delegation SAS on that account,
FHZHN; | PA\ £YHuj but account keys are untouched.

APPLICATION CREDENTIAL - THE CLEAN CASE SAS - THE ROTATION YOU HAVE TO PLAN

i | 6O ITDHFR\IP; ZJ i FAH T OPj T fFfT G rHT*i H HirHi | OHi ZPj | »

i DDMmA |7 YHuj i DM HIiP\Tf; PijifiHDPj HZuij A uni D;\i F T | OPj
IsPLOM 75 \TAm ; NHE ~ArHIDMNjnfHjilATYHUY7l OA\Ti AL | HE YHU| B
I~ NH; DMV T YHUj T ZPj I £\ ; DDy EN i Ny £4 | ; CZH
“i HE AP\ T HAH uif DM j o HE T AT YHUT; \ Fir HE PMU
s XTJ 1IN NH; DDMM LT YHUjTi HWHs £\ ; DDy EN i Nyi' §
SAGIRG

TTTTAH Ui FPREINATDEH THPj T 1 DYH T f Hj Pj I H DHE
Xi;Fi;ffiDiHFH\I P; Zi ZPj| S PF ;ff Fy £ |;CZH

i} @&-H ~rHi A\ Zui | OHi ZH; YHFT A\ Hei Cui YHU FE

Xi;Fi; ffiDHFH\I P, ZIFHZH H STPF ;ff Fyis

S YHUEPF  YHu Fy

i1~ HFE; DDH j £f AZPDui D; j HZi j mi NPD; Ze i\ A7 A ; NHi HZj HsOHi HE
s XTJ 2N NHE DML PVH T fAZPDUi FHZH H £D DM | PV H i 8
£\ fAZPDUEPFy S ;DD*m I £\;[H ;DD V

“i~@& Mnj Hi Pji DM MI[HFeTFPj; CZHi | OHi fi P\ DPf; Zi ~nl i PNO GE
cXiFijfinfF IHS PE ff Fy S jH ;DD'm | \; CZHFPM Zj H

“Te@® tPJIP\N ;DDH JTIAYHNjTZPrHIinf T I AT «{£,{I[P\G& ~\IP\nt'm
TTTTT DDH T or; Zm I PAN\TjON I HjTIOP TMiTjff2Ai Il PANii H ~mi DHj »
TTTTFATNALT jjf HPLT DM H T HeH ui il OHi; ffis;jiD; ZZP\ NE

“10j H T FHZHN; | PM T D; j HE
s XTJE2T NH; DDA LT i He AYHEFHZHN; | PA\ £YHuj T8
£\ ; DDy £N iNy

A ROTATING AN ACCOUNT KEY IS A PRODUCTION EVENT VERIFY CONTAINMENT

It invalidates every SAS ever minted from that key, plus every connection — The keyId is gone from az ad app

string embedding it. In a mature environment that is dozens of credential list

consumers you have no inventory for. This is why SAS incidents drag on — That ServicePrincipalCredentialKeyId

for days, and why the containment decision belongs to someone who shows no sign-ins after T4

can authorise the outage. = That AuthenticationHash now returns 403 in
StorageBloblogs

— The Entra audit log shows no new app
credentials, and owners are re-verified, since
an owner re-mints at will

The consumers to find before rotating an account key

No API lists them, because a SAS leaves no server-side record. This is the search space; treat anything you cannot rule out as a consumer.

p& WIi B== ])B=1z] W=#21&) &Bp N Bi")= & : p& 1T w 4azihiwB_T: )zzi)

App settings, Key Vault references s XTSHC, ffiDMMPN; ffjH I PAN T ZPj | The app fails on its next storage call, not at deploy time

Data Factory / Synapse Linked service definitions, per workspace Pipelines fail on the next scheduled run, possibly

overnight

Kubernetes secrets, CSI drivers YmCHDI Zi NHI 7j HDi HI j T £ Pods run until they restart, then crash-loop

CI/CD variables, laC state Variable groups, Terraform state and tfvars The next deploy writes the old key straight back

Partners, and desktop tooling Contracts and tickets; Storage Explorer profiles and Your decision causes an outage for someone else, or a
analyst scripts failure surfaces silently weeks later
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PHASE 03 BLAST RADIUS - THE CHAIN WE ACTUALLY SEE

WHAT HAPPENS AFTER THE PART THE PUBLIC WRITE-UPS DESCRIBE

Real attackers do not stop at the credential they found.

Published post-mortems tend to end at “a key was exposed and has been rotated.” The engagements behind
this playbook rarely end there. This is the path, hop by hop. Note where it leaves IAM: from hop 5 onward the
attacker stops asking for permissions and starts asking for execution, and an entitlement model cannot see

that coming.

FIGURE 11 SEVEN HOPS FORWARD, AND THE SPRAWL SIDEWAYS

TdT, O» Y7 ARG~
Ay, @l Q33 Us 1 O
| —e @ a1, O» O

17§ —8k 6+0
N 3O+ S
A e & -Asl 80

&UIE-H ] TO

ed pattern

21 G5 U3A 1, I8y« — AGSAUI

TWO CALLS TURN ONE KEY INTO EVERY KEY

I S [HITMIjIE O fei; \FIPIT[;fji]lOH¢ Hi l'i HHE
;Sjijj[TFH DiPCHEf ;i [HH | ShrHiu 3*;i;[HH|j¢E;[H
Hi [ izl Pf ZPHi Zi S"i HDm j Pr Hi s; ZY]j i Hr Hi ui DC M | OHi f i HWPt «
\iTiHmM\ji.HDMmH IiP\NifZ, P\IHIG&"\H N ;\I
a8 PjiH H ui DiHFH\ | P; Zi M FHE T ™ i AFT™@CE
sSjTjj[TNHEf;i;[HH jECUEF; 1O S f;10 ™irFi§
S i HDmi j PrHi §" sPl CEFHDI uf | PA\

T MO H ZhnF i PZ
"1 o xm Hi |l OPj 1 OM

JTH H L jeij
i HDMi FHFT Cui FHM nZl G m |7 MY
[HHjiP\ViAH [P\ m HE

I m ZPYHI

TjPVNZHi fi P\DPf; Zii H; FPANi [ ; \uif;i

Hops 5 and 6, in the providers' own verbs

A THE GAP IN THE ENTITLEMENT MODEL

The permission graph computes what a
credential is permitted to do. It does not
compute what it can cause to be done. Write
access to a build definition is code execution
as the build role. An identity with no P; [ Z—at
all, but with a Cl token in reach, ends up
running with whatever that pipeline was
trusted with. That is usually far more than the
key itself ever had. j P[ nz; | HEf i P\ DPf ; ZE

f ~ZPDu does not compute this.

p& IN&T]] 4 W= z

p& J1& wi# 1K = Tp &wl] Dziv_) ]

AWS CodeBuild P; [ Z*; )] -~ZHi Gi D"FHOTPZFZ i H; | Hti AVHDI i ™

Of F; I HFiAWHDI T O . | ;i | nPZF

AWS Glue P [Z*;jj-"ZHi GiNZmHZ i H; I H ~Ci ™ Of F; | H ~Ci G
il ACm
Lambda P, [Z%]j-"ZHiGiZ,[CF;Z iHIH MD PMNi™

Of F;IH M D P\ ~FH

Source control A write-scoped token, or a repo secret

Cl provider A CI API token from hop 3

Arbitrary commands as the passed role. . | ;i | nPZF
from a build account is the most normal event there is

Code execution in the data platform, warehouse
credentials already attached

Persistent execution. Of F; | H m\ DI PA\ ~FHleaves
name and ARN unchanged

The build runs on the next push. No cloud API call is
involved at all until the build starts

Job definitions, runners and every other project's secrets

AWS's quarantine policy denies much of the middle column, but only for the quarantined user, and only until the attacker is executing as something else.
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PHASE 03 BLAST RADIUS - SECRET SPRAWL

THE PART OF THE INCIDENT THAT OUTLIVES THE INTRUSION

Every hop copies the secret sideways.

The chain we just walked shows one value moving forward. What it does not show is that the same value has, at
each hop, been copied into places nobody keeps an inventory of. The attacker needs one copy. You have to
find all of them. That asymmetry is why Law 4 is a completeness problem, and why the rotation ledger keeps
producing rows marked unknown.

FIGURE 12

1A00

- —QAU AYa/at Ua

ONE VALUE,

/A | -iYiei-

THREE TIERS OF VISIBILITY
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The tiers are ordered by discoverability, not by risk. Tier 3 is the reason rotation is mandatory rather than optional, and Tier 2 is the reason a
rotation that looked complete quietly un-rotates itself on the next deploy.

Where the same value ends up, and why rotation misses it

W Z] )=#1T7 &Bp 1] #B] 1] & W p &wih)] iz_Wmm zwe] ])B= &Bp 1] BI")= 1)

laC state Written at ; f f Zu, not by a human  State is not code, so nobody greps it. I Hii;MN[T]j1; ] HifnZZi«i DOHDYi | OH
The next; f f Zu can write the old jl; 1 H CDYH 37 As\ I sOPZHi u"m
value straight back i HITOH H

Task & function config

Container image layers

Cl variables & repo secrets

Cljob logs

Developer machines

Tickets, chat, wiki

Backups & snapshots

Monitoring & APM

Injected at deploy as an env var

-, "*8, ora build-time fetch

Set once, often years ago

Echoed, or printed by a tool that
did not mask it

@Ehr, ™Esj ™ HFH\I P; Zj ,
shell history

Pasted during an incident or
onboarding

Whatever was on the volume at
the time

Captured in request payloads or
env dumps

The value lives in the « —§/88%; not
the image or the repo

Layers are immutable and already
published. Deleting the tag does not
delete the layer

No owner, no expiry, no review.
Frequently duplicated across
projects

Logs outlive the job and the pipeline

Outside every scanner you own, and
outside your change window

Full-text searchable by anyone with a
seat, indefinitely

A restore re-introduces the pre-
rotation value without anyone
noticing

Retention is usually longer than your
log retention

HDj i FHj Di PCHEI ; ] YEFHVP\ Pl P\ o

Z; [ CF; i NH EMM DI PA\ £DM VPN ; | PA
FADYHi i OPj | Aiui o7 f Hi £Z; uHi

MPZHj uj | H[ T FPMM « i i HNPj | i u

i HH | PA T fAZPDU

Provider API listing per org, project and
environment

Search job logs for the value and for its masked
form

You cannot. This tier is the argument for
rotation

Search the way an attacker would. The Salesloft
actors did exactly this

Inventory restore paths, not just backups. Ask
what a restore would bring back

Check payload and environment capture
settings per agent

Cremit Research
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A credential's blast radius includes every copy of it, and the copy you did not know about is the one that ends the incident
badly. Cloudflare missed four out of thousands. The Internet Archive missed one Zendesk token and was breached again
inside a month. Neither missed a copy they had listed; both missed a copy they had never enumerated. The time to build the
list of resting places is before you need it: during an incident you will only ever find the ones you already knew about.
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PHASE 03 - BLAST RADIUS - SECRET STORES -— SECOND-ORDER REACH

SECRET STORES - 1 OF 2

One credential that reaches a vault is not one incident.

The moment the compromised identity can call H . HDi H 5; ZnH, every secret it could have read becomes its
own incident with its own blast radius, its own owner, and its own rotation. The correct response is to fork, not
to widen. And the first question, whether the attacker read them, is answerable on some platforms and
structurally unanswerable on others.

FIGURE 13 - THE CASCADE one key, N incidents

T, 8» —3A0 Ros & -8 nt, GoAs—G YRO-Ua QI , 5AUD

GetSecretValue TA U 831 1, 63 AG
ZAUO & AAGRTR 34

T, Q%9 T O=-34% - WEVIBALGI , Q¥s-Oa, G , " —
EACH BOX IS A SEPARATE
INCIDENT: ITS OWN OWNER

SCOPE, ROTATION AND 7§ ¥8; 166— 61 -5 n 16U T BY o, 8 A» | G $IA 16AUDAE %' UCR» —
NOTIFICATION DECISION.

Default logging of a secret G-«

The most important table in this report. Which row your platform sits in decides whether the question has an answer at all, and it was settled
long before the incident.

7B## 1w

Z] BW w BT W])B= "7 p& W17 = zkK = Tp& ]11BT BI B_]0)]

~—7 AWS Secrets Manager H . HD H 5; ZnH v Yes CloudTrail management event. 90 days in Event history; longer with a trail.
The good case.

~—7 AWS SSM Parameter H=*;i;[HHejz v Yes Also a management event. Pair with Y[ j Z HDi uf | for. HDmi H. i P\ N.

Store

& GCP Secret Manager DDHj j . HDi HI 5Hi j PM\ X No / 8- . Data Access logging org-wide, or reads leave no trace.

A Azure Key Vault .HDIH H X No Needs a diagnostic setting sending nFPI rH | to Log Analytics. Off
until you create one.

HashiCorp Vault YriiH F X No Requires an enabled audit device. Values are HMAC'd, so you see é o§ o
secret, not the secret.

Kubernetes Secrets NH 7 j HDi H X No Needs an API server audit policy at H ; F; | ; level or above. Also check
who can read the etcd backups.

CI/CD variables injection at build X No No per-read record exists. Scope is every job that ran in the window,

which is what made Codecov and CircleCl so expensive.

z, 9A0 GU

Z B= YBW Ww &f zl]& 1B 3 ])m

ZR—3B O 33 AG, T o, 0843+ O W , sk, —O0WRIB—iz, —OAO—IU3, WBAT  yiAQ, ¥8) WvAedU3ie , 501 o, ' K
.8 1% OG- W T, U] 0-8IR0-Ge1 , G- * N, % 10+ O 0 B0 00 — 88, -31 AD p Z1, " —& -8k
2986 - K —YRmT=T = —3485 -G, % T , 608 AQ CHB—3AU0-= 16 0, 081 AUa 10> A iSARIBAGI-ve&ioe 340

TAKEAWAY

Q3> HBAUGE § §, ¥2 16AUG o, Uo8IAGT, G160 G-U0AG4I] n—8lo, 21¥A1 H . HDi H 5; ZnHIW, Ce 80, %2 1+ W' -

, O+ 81" vAé TW-AA -0+

Cremit Research - 2026-09-04 25



PHASE 05 - ROTATE - ORDER AND COMPLETENESS

SECRET STORES - 2 OF 2

Rotation has an order, and an ending you have to prove.

Two failures account for most botched rotations: rotating downstream secrets while the adversary still holds the
entry credential and reads the new values; and declaring rotation complete without a ledger.

FIGURE 14 - SEQUENCE, AND THE SEQUENCE THAT FAILS dual-slot ro

CORRECT ORDER

Jq Ags | id Ab-Qu-— I9o0Uee
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THE ORDER THAT FAILS
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CONTAINMENT IS A PRECONDITION OF ROTATION, NOT A PARALLEL WORKSTREAM.

Rotation patterns and their consequences

O —) B
TI1] we p& Wiws_ T 1) B=Z V_ =
Dual slot AWS IAM (2 keys), Azure  Zero downtime if you p& = Ie\/\l?] U SR =sarll Al
Storage (key1/key?2), migrate before deleting BWV ]I =Zp W
GCP SA keys L&, O, 9% g—ad., | B 1GR— %izZB16-60894 A, %
Overlapping Most SaaS: multiple live Same as dual slot; just 8§ 34851, U AU 1» 8401 G U BHAW 3431 UVORA» —O
validity tokens allowed track both e B e —CAR -8, % T —acie -0+ 8D U= i—34 BT U=T, GO-OK
Single value APIs that allow one Plan a cutover window V¥ —80" , » —+ &> 1, 1aR284 11 & -831 = UR» —O
active key; some and announce it 6, QK- ICRIGRY UH—ee-GI0— GO8AB—H -, UAG 1, 92 IWAT, Ur &)
webhooks Gy e i O : : :
& Alé — QA 1B—8)A¢é ¥-Aj A
Not individually Ad-hoc Azure SAS; Rotating the signer
revocable anything signed by a breaks every sibling. TAKEAWAY
shared key Build the consumer list - . L
first p e HOACHED— 18] G5’ o— Kl -OYO—- GULEB | H81YAU

,@ 8§ « H] oFAGQ, ¥8) YA, U6-AeO-1, 340, O++d
g, o 1, Y18/ IABIA 1é o8 o]0 Ol §os 1@—OF %216 0A
" AYQD —T@— |

The rotation ledger

One row per secret in scope. A rotation is complete when every row reaches the last column, not when the ticket is closed. e —§-ae—=1U¥J0-=f
VAU, Toe U 4 @

= p B=Z_: W B7 B7 im 7_ 1TTWBm =
Z W] Z] BW " .0 -.i "0 Bp = W VZZ_ COHW ] 71
fi AF™EC™ Secrets 08 platform v 8/8 v 401 confirmed
S f Manager
jliPfH™ Secrets 02 payments v 2/2 v 401 confirmed
ZPr H Manager
froil\VH ™ Vault kv/ 03 data v 2/3 - X open
jMf
ZHN; Du™ Z Cl variable m Y\ ~s\ X - - - X open

unassigned

The last two rows are the incident and what you report. The first two are paperwork.

FILLING THE LAST COLUMN @ ONE DENIAL IS NOT ALWAYS ENOUGH

i iA[T;Ti HDNi FHFi O | i SPI Qi | OHi AZFir; Znte i A\ DHE / OHi FH\ P; Z The old value can be refused while the sessions it
CUPHTZH rH TPTTOHNZANE 1 OHi Hr PRH\ DHE minted still work. The last column closes only when both
are dead.

;SjTjIjTNH £D; ZZHi £PFH\ | Pl u 1< \r; ZPF ZPH\ | / ~YH\

Dni Z £j A1 ™FH ™ nZZi £s * YO | f 8D'FH
£ 2 MONPXIPN\ZI HiHid" 2
CTTe{|TTSSIIOPJTZP\HI ; \FiPLji0/ 71 P[H N P\il OHi ZHFNHI
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PHASE 03-05 SaaS$

SaaS KEYS

THIRD-PARTY

WHAT THE PROVIDER WILL TELL YOU

Four questions decide what a provider will tell you.

SaaS credentials have no CloudTrail. What you can establish is entirely determined by what the vendor chose to
expose, and that varies from excellent to nothing at all. These four questions, run over the top twenty
integrations, give the realistic investigation ceiling.

r Y 4 r N [ "

Q1 Q2 Q3 Q4
, IO+ TB— )Aw—o1 I - oeRU-&U 7\ [[ex-- gV Y o} &Aé 1A U8

' O=—31% -0 Al — Aj Ké g»iGAUO HTC R -3, Ay Qe , BAII6--C
é 88AUUUCE; 18C Aggregate usage counters Or does revoking it take Cached tokens, edge
If not, you cannot bound the tell you W, Usomething down every sibling propagation and refresh
blast radius except by happened. Only per-request credential signed by the windows all extend
assuming the maximum the logs tell you what and same key? how long the adversary
integration ever needed. from where. keeps working.

. VA N VA N J N
w  =])7 V Az BT w 7C V AT W V_ Z] I7B#C V W AwmB ])B=

GitHub classic PAT
ghp_..

GitHub fine-grained PAT
github_pat_..

GitHub App installation
ghs_..

Slack bot / user token
xoxb- Xoxp-

Stripe
sk_live_ -
rk_live_

Model provider APl key
sk- sk-ant-

Package registry token
npm_ - pypi-

Yes. The 7£" nl CE. DM Hj
response header lists them

No. There is no introspection
endpoint; 7£ DDHf | HFE

Pl nCE*H [ Pjj P\ tells
you what an —%2 | AS/Uneeds,
not what you hold

Installation permissions are
enumerable

;M OEH | for identity;
granted scopes are returned by
the Web API

Restricted keys declare their
scope

Project or workspace scoping
at best

Granular tokens declare scope;
legacy ones do not

Org audit log; source IP only if IP
logging is enabled on the plan

Delete the token. Immediate, and independent of
other tokens.

Same as above Delete the token

Org audit log Short-lived (about an hour); also revocable directly

Audit Logs APl is Enterprise Grid
only. On other plans, no usable
trail exists.

Revoke the token or rotate the app credentials

Full request log with source IP in
the dashboard. The only row here
that answers per request.

Roll the key, with an optional grace period for
migration

Usage and spend, aggregated. An
anomalous bill is often the only
signal, which is what makes
LLMjacking profitable.

Delete the key; immediate

Publish events are visible; read
use generally is not

Revoke, but treat any publish in the window as a
supply-chain incident
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AP

EVERYTHING WORTH COLLECTING,

PENDIX A

EVIDENCE ACQUISITION

THE MATRIX

ORDERED BY HOW FAST IT DISAPPEARS

Evidence decays at different speeds. That is the order to
collectitin.

The evidence that answers the hardest questions usually has the shortest life, and some of it is destroyed by
your own containment actions. Anything in Tier 1 you do not have within the hour, you will not have at all.

1w W]

=Zp WZ

&Bp N BIT_77D)] K = 1p &wi)] T wZ

IAM key last-used AWS

The exposure artefact

Dangling git objects

Entra sign-inlogs AZURE

Cl job logs

Saa$ usage & billing view

Data Accesslogs GCP

Entitlement snapshot AWlS
GCP AZURE

CloudTrail slice AWS

GuardDuty / SCC / Defender

Key Vault audit AZURE

Storage / SAS usage AZURE

Credential inventory

Saa$ audit log

CloudTrail S3 trail AWS

Admin Activity GCP

Azure Activity Log AZURE

Registry & image history

Latest confirmed use of the key

Where it leaked, and since when

Whether it was ever public in a deleted
commit

Whether the service principal signed in,
from where

Echoed secrets, and which jobs
consumed them

Anomalous volume, often the only signal

Whether secrets were read

The blast radius , G8k , O

Every call made by the key

Behavioural corroboration

Whether secrets were read

Which SAS token, what it touched, how
much left

Attacker-created persistence

Clones, exports, permission changes

Long-window timeline

Persistence and escalation

Control-plane changes

Whether the secret shipped in an artefact

P; [T NH £; DDH j £EYHUEZ; j | £nj HF

ArHESTPETHVTTOHTP TN TTurnd T H LT OHE YHU

urm j HZM

Clone the repo, save the raw page, screenshot with URL and UTC

clock visible. The owner may delete or privatise it as soon as
they are told

NP7 M DYi § miH DO CZHi $' F;\ NZP\ N
G TIHEATFHZH HEAN Y T YH 11 ORj T sPLO P

.HirPDHi P\DPf; Z. PN\ \ "N
TR uf T™A\T i HH T \Finf Ni; FPA N FAH T\~ T C; DYMPZZ
Export the job log archive for the window. Retention is often 30
days or fewer and rolls continuously

Screenshot the per-day usage graph before rotation resets the
context

NDZA i ZANNP\ Ni i H; F

~{EF;,ui8 HM nZI ii H H\I P\ ei; \Fi"\ Zui PM Pl i s; j

; Zi H Fui H\ ; CZHF

NH £; DD*m | £; ml O%i Px; | PPN EFH ; PZji«i;\; ZuxHeEP; [ £
fAZPDUT«Ti~ZHi;jjPNN[HITZPj I

urm T As\ T i H HFP; | PA\T DO\ NHj T Pl

DZAnFl i ; PZi ZAYnf EHOHV L j TS ZArYnf £; 11T PO H

I'1'i PCMMH Hup DDHj Hu F
L{TF; uj o7 fHIiT-HNPA Zi ZAN 5 ZZ1 - HNPA |
Ny i FFmM ui ZPj I EMP\FP\ N 11 AnNOZui , {1 F; uj
xmH P, N\ I PDjTei -"." /& 850/
HPj1jTi™MZui PM ;T FP, NN~ I PDijH I PANIs; ]
DM\ MPNmi HF
A NH ZAC ANjiei M OHVIPD; I PA/uf Hi S, i2. .2
DMiiHZ ITH Cui ml OA\IPD; I P ;jO
P, [INH £Di HFH\ | P; ZEi Hf Ni I 7o) TYHUj T ZPj 1 Te7; xi; F
;ffiDHFH L P; Zi ZPj |
DMf;iH N PVTTurm 1 As\T1 DO\ NHi i HDNi F
Org audit log API. Plan-gated on several platforms; Slack

requires Enterprise Grid

Query with Athena or ingest into CloudTrail Lake. Durable; collect
at leisure

§- HhnPi HFi CnDYH

f{{iFujei;Zs;uji™\eiM HH

s XT[AMPEANT; D Pr Pl UEZANI ZPj |

SATF uj

FADYH T OPj I Miuiei fH £Z; uHi T FPMWifZnj i HNPj 1 iu
f nzZi ZANj

Cremit Research

A COLLECT THE ENTITLEMENT SNAPSHOT BEFORE YOU REMEDIATE

Every other row describes something an outside force decays. This one you destroy yourself: the moment you detach a policy,
disable a principal or delete a binding, the record of what the credential could have reached is gone, and that is precisely the
question regulators, customers and your own executives will ask. Snapshot the authorisation state to a file first. It takes one

command and ninety seconds.
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APPENDIX A - EVIDENCE ACQUISITION COLLECTION RUNBOOK

COPY, FILL IN THE VARIABLES, RUN

Its output lands in one case folder, sealed with one hash.

The order matters: the first two commands capture what the next one would destroy. Run it from a recorded
host with your own credentials, never the compromised ones, and keep the session transcript.

1 - SETUP, THEN AWS IDENTITY AND ENTITLEMENT

SP™rj i ™CP\ ™\ ri C; j O&E 8" m i s\ D HFH\ | P; Z] \ Hr Hi i | OHi ZH; YHFi "\ H B

j H  EHT f Pf HM PZ
p2D;j HEGF; I HFEnia 8 [ F/
St P2 { Y E{ e E{| I {{Z{{Z{{:? S LTAM| OHIi HEf A mi Hi sP\ FAs
8p2 SSA2 Hi ZH; YHFi PFH | PVPHi

[YFPIi £f 28 . 2™, sjeNDfe;xmi H NPl «j;;je\ H

HHD y yelHH £ 286 . ™Al H ™\ZZHD P\ &"Ne zi }y |

HDON 27fpdesON; [PZT OV | pdeONj I\ ; [ HZT HNi Hj j pde Dmi Zi £) T PMDM\ MPNGE HZ 2 IHH 286 . ™A H ™0 P\EAMEDn | "Fut | 2

iI|& -./@&/OPjiPiFHIi~NuHFIIOHi [AHIT;\uMH ;M O\IPD; I HisPl Ol OH YHUE

;SjiP;[INH £; DDHj j EYHUEZ; j | £nj HF S ; DDHj j EYHUEPF 26 2y . ™sj ™| £nj HFG@EN M\ 2

;Sjij1jiNH £; DDHj j EYHUEP\M' S ; DDHj j EYHUEPF 28 82 § 28 . ™sj ™g\ H Gy A\ 2
TTI}@E \IPLZH KV Tj\;fj O« "~ 1iH HFP; | P\ NE

;Sj PP [INH £ DD'M I £, m O Px; | P\\EFH ; PZj S MPZIH i 0j Hii-~ZHi i~nfi ~D;Z ;\; NHF*AZPDui§ 26 . ™sj ™ ni Ox@N "\ 2
;SjTP; [TNH Hi ;| HEDI HFH\ | P; ZEi Hf ~i |y ™FHr ™ niZZ

7S] TP [INH ED HFH\ I P; ZEi HE il S hHiui MNITHITTS A fm il HIT TCjHei£F § 26 . ™sj ™ HFEI Hi A | @ r2

2 - THE TRAIL, EVERY REGION - THEN GCP

;SjiDZAnFl i PZi FH D PCHEl i ; PZj y 206 . ™sj ™i; PZj @&y~ 2
MViTiiTP\i6e;sjiHDi FH Di PCHEI HNPAj S hnHiu 3-HNPAj i CEHNPA [H S Amfrd il Hl Zei FA

:Sj 1 DZANFl i PZi ZAMYf EHCHVL ] ST HNPA 2612 Syl il £1P[H 26 -" 278

S zZAAYnf£;11iPCiH  |1iPCH Hup DDHjj Hu Fe |1iPCM H5; ZnHp2d 82 § 26 . ™sj ™ £5i &Y \2 S |inH

FAVH
*p2fiAFE;\; Zul PDj £{|2+i"- p2 ~iNEPFy2ei. p2H Z &*@; [ @ Hi r PDH; DD"m | @®"[2+i 8 p?; | C} D~SSA?
NDZARFi 5 jj H T ;\; ZUxHEP; [ £fAZPDu S ~i N, \ Px; | PA\ p6" - ©S PFH\ I Pl upj Hi rPDH DDMm 1 Z6. iS MNi[; 1 pWA\Ty 26 . ™NDf ™P; [ BN M\ 2
NDZANFi P; [1j Hi r PDHE; DD*m | j 1 YHuj i ZPj | S P;[£; DD"m | p? 2 [\, NHFECUPj H i S MM [ I pWANTY 26 . ™NDF T £YHUj Gy A\ 2
T rH uiC IjPN\HFi Cui/ . 7YHUCGE
, p2fiAlA*; uzr FEM OV PD; | PA\ \MGEHi rPDH DD'm | Hu ; [HZ528 8 §22
NDZAFi ZANNPANii H; F 26, 1 TIP[H|;[fS7826 -" 8§22 S fiAWHDI p26*2 S M\ [; 1 pWANTY 28 . ™DF ™HuEnj ; NHEN A\ 2

AZURE AND GIT, THEN SEAL THE FOLDER

b2 { {{{SSA{{{{2+76.p2 s”iVY]jf; DHEPFy?
Xi;Fi; ffiDiHFH\I P, Zi ZPj| S PF 28 ** 2 £ATWAMATY 28 . ™xmi HMff£D HFH\ | P; Zj G A\ 2
S XTIAZHGJPN[HTTZPj I S ;jjPNHH 28 2 §;77i S P\ DZnFHEP\ OHi Pl HFi §
S P\DZNFHENi Anfj i EATWATY 28 . ™xmi HY C; D@EN A\ 2
b2 | fj ZSeNi ; f OTE PDi Aj AM G ™ | GE21.*p2j Hir PDH i P\DPf; Zj »; ff Fp3d ** 332
ixiiH1 S[HOFNHIS mMZ 26 ™. *™ff-AZH jjPNM[HIj2 § 26 . ™xni HW ; f OEi ~ZH @N "\ 2

Zii M i | OHi MA[TIOHT xmi HH PFH\DHI DO f I H T \Fi HEf 2 111 OHii H nZl 7 OH HE
3 Pj | A ui Cui [eifZnmjimiH D

NPl TZAN §;ZZiS Mi[;1p® 1 ; 1 Di ;H £.26 . WPl ™OP| j Gt 2
NPl i M DY § miH DO CZHi S F; \ NZP\ Ni '\ "£i HVZAN] § . ™NPI ™\ NZP\ NG t | 2
“i.H Zi Pl Zi O j O Hr Hi ui N i1 OH\i | OHi ; i DOPr HE
MP\F 28 . 2 £IlUfHIMEHHDI jO jn{i£;i}€iY iei j2Ail £Y} y 26 . ™ @GO }Ee2
;i EDxM26 . E;i@x2 286 . 2 S jOjn £i}€i26 . @&;i @2 IHH 26 . ;i BXEO }£€-2
ALSO RECORD, BY HAND O ADAPT BEFORE YOU RUN IT
— Who discovered it, how, and the exact UTC time A template, not a product. Region loops cost API calls and
— Every probe 8AU ran: command, time, source IP, user agent ZrYnf £H HUL is paginated and rate-limited, which is a
— Which containment option you chose where more than one poor thing to discover mid-incident. The script pulls the

existed, and who authorised it provider rows; the KQL exports, GuardDuty, Cl and SaaS
= Any source you could not collect, and why. A documented logs, the Azure activity log, registry history and

gap is a finding; an undocumented one is a liability screenshots are yours.
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APPENDIX B

THE EXACT STRINGS,

FIELD REFERENCE

NOT THE GENERAL IDEA

WHAT TO GREP FOR

Every answer here is a field in someone's log.

Knowing CloudTrail records the call is not the same as knowing which field in the JSON holds the attacker's
account number. These are the paths that carry the answer.

rws CloudTrail

sce Cloud Audit Logs
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azure Decoding a SAS query string

Read left to right: the token states its own scope, its own expiry and whether you can revoke it without rotating the account key.
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Two commands people miss
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No j P and no j YAPF: the only revocation is rotating the account key, and everything signed by it dies too.
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PHASE 06 PROVE CLOSURE

HOW YOU KNOW IT IS ACTUALLY OVER

- THE GATES

"We rotated it" is a claim. These six gates are evidence.

Most repeat incidents are not new intrusions; they are the first incident, closed early. Every gate below must
produce an artefact you could hand to an auditor. A gate that cannot be evidenced has not passed; it has

been assumed.

FrEOURE 8 SIX GATES, ALL MUST PASS

vali , B+ G- Q8AU , " TRIOH |

0 006 p B=rB_wivsp z

Thousands of leaked credentials were rotated after the Okta
compromise. Four were not: one service token and three service
accounts, skipped because e» & * —3,5183 , G —§-ae= -8

¢ OO0 If

iB’ U The threat actor
began probing with the four survivors on  i=Asg and was
detected on  i=Aze by which point access had reached
Atlassian, Jira and source control.

Compromise at the identity provider on

TAKEAWAY

] é -348Y0-ae3s , 50 & —34, %184 A> | —0F AGE 31,

O Avs 194N e —S-ae-= 10— 18], Todi AB—CEY, 1— | —O
é, YD, YiAs 6-Ge B

The five numbers to report

closure

1A Tw—Hg | HO—H] o—oI837AT , Qg 1 -AG+

W& d Oage—

1& iz : 1 Kp) D=1 1 B=]&

A GitLab config file holding an auth token had been reachable
since at least December 2022, leading to a breach of  1» §-8%
accounts. Weeks later they were breached again, through ,
o3 O IR 3141 A0 181, U 800084 § 34, ¥» 1%-ae-ORU U,
exposing 800,000+ support tickets.

TAKEAWAY

] o0 Ave 184 8 3406 , G¥AU. , «1-.U ~ d8lé , G 50
8, 8 0%, Ut Te -84 7 AQ-T, B+

A LANGUAGE DISCIPLINE IN THE WRITE-UP

“No evidence of misuse” and "“evidence of

W ")=)1)B= p &wi] &)z1B=

Exposure window [1ini/e The number bounding what must be
assumed compromised

Time to detect Ilini/~ The interval you can actually improve. The
rest is process

Time to contain /~inile Tests the runbook, not the tools

Adversary dwell 1}ini/e A range when logs cannot pin T2. Never
zero

Rotation i AL L HFD ™ P Below 100% is an open incident, whatever

completeness jDMH the ticket says

no misuse” are different findings, and only
one is usually available to you. If Data Access
logging was off, if sign-in retention had rolled,
if storage logging was never on, write that
sentence explicitly, in the executive summary,
not in an appendix. Every non-engineer

will otherwise read the first phrase as

the second.

The executive summary, in the order it should be read

Six sentences. Whoever reads only this should be able to decide with it, and should not be able to mistake an unanswered question for a

resolved one.
o p a, &, 341AG-I
Credential class, the identity, and the window in dates. Not “an
API key".
o p a, U8F AU 16+’ al
The blast radius in terms of data and systems, not IAM
policy names.

p o, Ue—F, %, %7, ¥A0Q ai, « AUBUO+
Confirmed activity, and the questions your logs could not answer.

Cremit Research 2026-09-04

p o U6t 8l
Containment and rotation, and who authorised any option
declined for availability.

=ABs, Bl AR

Regimes assessed, the conclusion for each, and the clock you
are working to.

pa, U o, % —-GvAé|

The one logging or ownership gap exposed, with an owner and a
date. One beats twelve.
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APPENDIX C

SOURCES

EVERY NON-OBVIOUS CLAIM

Primary sources, claim by claim

PRIMARY MATERIAL

Checked 25 August 2026. Provider behaviour is the part most likely to have moved since, so re-read their
documentation before relying on a containment step. A claim that is not here should not have been in the report.

AWS

Our own analysis, not a vendor statement

Quarantine deny list, and its stated
purpose: p Zb» , ¥% i —1 A8 8I6—03% —
Leaving the policy attached until
remediation completes - p ZIG-ATACU
IAM unique ID prefixes - ) :
§ /856069 —
Session revocation,
aws:TokenIssueTime, propagation,
service-linked roles - W-a\" &4 1) : IGA—
U T AQ BT G318 O
Event history: 90 days, management
events, per Region - p AO &4 1é &#
Al ] O §l-ee- 31T EXAD
GetSecretValue recorded by default -
7Ai | &4 1z—0: | ¥ | 03D
GetParameter is a read-only management
event- 7A[ i &4 >, % | —» —A-=34D
get-parameters-by-pathflags- p zZ
7i6—0%4 —
Snapshot sharing as exfiltration; victim-
side events -, U+ Aj 12— U@517, » Ck
ZW UU@VV—AT] —» K -, 8

] o 8 Aee-GBIJ » —F ¥ T UGet Standard Poisson first arrival, computed from the
formula printed on the page. The four rates are chosen, not measured, and the

page says so
5180 InT ini

these in place, so re-run it

1 o " BYONU, O 98/4+—a=-8Al -3/ Read out of the V3 JSON. Not an

AWS statement

1o AUYL) 188 & 9,0 ' —6Q0" —81) | Method from Aidan Steele, Tal Be'ery
and Truffle Security; run before publishing, so the worked example is real output
] 0403 AI T o, 84, ¥ 104G O é B4 | An observed pattern, said as
such on the page. The primitives are documented individually; the sequence is

first-party

GCP, Azure, and the rest

NYAW g 10» Aee i, V2 T —8A%2 1Z 10+ G¥A, Y, -6
. UBAYe /8 18/, ¥01ee-GDAYI Our diff of the three published policies. AWS edits

Timing and the regulatory clock

First abuse of a planted key at ~1 minute -

SA access tokens cannot be revoked;

disable the account for 60 minutes -

#AA — AU H» 8§, 841 A 1 G D

i" Al 1B UBIR -0

AccessSecretVersion is DATA_READ, off

by default - Z— 04 , % ; -0, Us 814 |

Retention: 400 days fixed, 30 days

configurable - AU 174 | &4 INUAU O

Entra sign-in retention, and that upgrading

is not retroactive - : 8 GAOA U %0

o, U131y

Key Vault logs nothing without a diagnostic

setting - % » —4-aIm UUA; | &4

A SAS cannot be revoked individually;

creation is untracked - : ZW 1, « &AMk

p HIGH6-0xn

SAS parameters and what each implies -
O-uLi0-o8 iz z

Fine-grained PATs have no introspection

-#8& 0 IW Z] o A 8 A» » U¥8H

8 UG

GitHub token formats end in a CRC32

checksum - # 8& Ue | % &—C¥4

Force-pushed commits stay fetchable -

] Q) 4z U@BK=—~Ae 6» —

sys/audit-hash returns the HMAC as

logged - & (=8 AG Im U-U

kubectl auth can-i S-1list S-as=-

40 -6 048, UBAGH, %

A» 1, @3- aleA¥8i AU

— Quarantine at 2 min, actor 4 min after that, 400+ callsin 7 - _ ¥8J
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GDPR Art. 33 - W U, BA%IL NI u
u - SEC Item 1.05 -

2026-09-04

- NIS2 Art. 23 -
- © ACUGIA-0

H(EL M

Incidents
— 02016+ O, o0& AlkK= =460
- Ae—2A=x2021- Ae—Aaxl AQY
» AQd» K# 83U, G § ¥
— &G U] 082022 - #8&Ue
O—= UGBl -Aj
— 1A8AU 2022 - —Ig; AslTUua
] o 83O
— 8.—-)2023- D —)igs-3

O AQK] —a QWs o
: 8 ROAU )2023 - p IGO0k ZW
—4Y7—" 2023 ¥}
AU ., 62023 AU - O
& § 06+ AQ
C OOy 352024 - W &7, « Ck
—+ 84 A» | UJO
29902024 - 4= GAY
Z—UGBH] — o QW4 @
W60 Onge—2024 -
—+ &4 A» | U-DIZ— U@RSHI
773 84 2024 -7260 §
— 1 )2025-406-0AYIZ— UGS
z, —OA U ®U2025 -
Za, & U-Ue 2025 - val
z—U@si7, « O

, 8D

K, U-A

O CLAIMS THIS REPORT DELIBERATELY
DOES NOT MAKE

That anyone named was negligent. Each case
illustrates a failure mode common across the
industry. That the “X% of repositories contain
a secret” kind of market statistic holds:
vendor telemetry is not reproducible and dates
badly. That any product prevents these
incidents. That LLMjacking has a dollar figure
beyond “tens of thousands per day": the larger
numbers are projections, not invoices.

No customer of ours is named anywhere in this
report, and no leaked key appears in it; both keys
printed are public examples.

ON THE KOREAN EDITION

A Korean edition carries the same claims, figures
and commands, and adds Q8 —F

1A 14AG~ O

T)T to the regulatory table.

TTB» ¥ ¥A» -8

32



O Cremit

FROM ONE INCIDENT

TO A STANDING STATE

FROM PLAYBOOK TO PROGRAM

p o, Ui , UAG T, GB-EH, % 1é m, U
AJ 0A0AUM

The incidents in this report are almost all failures of sustaining, not of knowing. Nothing in the
previous thirty-two pages requires a vendor: an inventory, an owner, provider-accurate containment,
and a ledger. Cremit Platform exists because those four are difficult to sustain by hand across every
repository, bucket and workspace an engineering organisation touches.

T& Z

p& ]1&IT7 ]"BW 1B Z

p & 112] wziwB_wWz

02 - Scope exposure

01/04 - Validity

03 - Blast radius

05 - Contain

06 - Prove closure

Detection quality

Continuous scanning of GitHub and GitHub Packages, GitLab,
Bitbucket, AWS S3, Confluence, Jira, Notion, Slack and Google
Drive, across commit history, not just the current head. The
Salesloft actors went looking in tickets and chat; those are
connectors here.

Validity verification. A finding carries a verification status that is
re-checked over time, so the question is “this credential
authenticates” rather than “this matched a pattern”. That distinction
is what separates the xAl case from a closed ticket.

Permission Analyzer for AWS and GCP: connect a role or a service
account key and read back the effective permission set, computed
rather than assembled by hand.

Findings promote to Incidents with an assignee, status and full
history, plus alarms and notifications: the owner and the clock that
the xAl timeline never had.

Verification status flips when a credential dies, and the inventory
tracks which secrets are live and which are publicly reachable: so
the ledger is maintained rather than assembled during an incident.

Detection rules live in Git as the source of truth and sync to the
platform, with false-positive benchmarking. A rule change is a
reviewable commit.

Which organisations and repositories are in scope, and
any surface outside those connectors

Confirming the account is yours, and the safe-probe
discipline

Azure; resource-policy edge cases; and the judgement
about what those permissions mean for your data

The revocation itself. Cremit Platform does not hold
credentials that can rotate your secrets

Ledger rows for consumers no connector can see

Deciding what counts as a finding in your environment

® WHAT NO SCANNER FIXES

Law 5 and Law 6 are configuration decisions, and they have to be made
before the incident. Whether GCP Data Access logging is on, whether
Key Vault has a diagnostic setting, whether your CloudTrail captures
data events, whether you can survive disabling a service account for
sixty minutes: no tool retroactively creates the evidence, and none will
take the outage decision for you. If you read one page of this document
twice, make it the secret-store comparison.

7

THIS WEEK, WITHOUT BUYING ANYTHING

= Answer the secret-store comparison for your
own platforms. Write the answers down.

— Name an owner and a revocation SLA for secret
findings, not the committer.

= Run the collection script once, while nothing is
on fire.

— Pull your ten oldest long-lived credentials and
answer, for each, who uses it.

ON INTERNAL DISTRIBUTION

Use this as an internal runbook or as training material, unchanged. Keep the
attribution when you lift a table or a figure. If you plan to adapt it, tell us and we
will send you an editable original.

THE THREE INTERVALS

[|ini ~

] & —IAls -9 U Shortened only by
continuous coverage of every surface a
secret can land on. Toyota lost five years
here; xAl lost sixty days after detection.

Blast Radius

Cremit Research

[~InT e
owner and provider-accurate runbooks:

decision, all settled in advance.

2026-09-04

1 & Al AA) 81 Shortened by a named

60-minute wait, the session deny, the SAS

G» 8T, UAG finds, verifies and governs non-
human credentials. This report is part of the Cremit
Research incident response series.
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An exposed credential is not an incident about a string. It is an

incident about everything that string could become, and about
how much of that you can still prove.
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